1498

IEEE TRANSACTIONS ON PARALLEL AND DISTRIBUTED SYSTEMS, VOL. 19, NO. 11,

End-to-End Energy Management in Networked

1

Real-Time Embedded Systems

G. Sudha Anil Kumar, Student Member, IEEE, Govindarasu Manimaran, Member, IEEE, and
Zhengdao Wang, Member, IEEE

Abstract—Recent technological advances have opened up a wide range of distributed real-time applications involving battery-driven
embedded devices with local processing and wireless communication capabilities. Some such applications include: wireless sensor
networking, pervasive computing, and wireless industrial automation. Energy management is an integral part of the design and
operation of such systems. In this work, we focus on the end-to-end energy management of data aggregation in distributed wireless
sensor networks. Performing end-to-end energy management for the data aggregation application poses certain unique challenges
particularly when the computational demands on the individual nodes are significant. In this paper, we address the problem of
minimizing the total energy consumption of data aggregation with an end-to-end latency constraint while taking into account both the
computational and communication workloads in the network. We consider a model where individual nodes support both Dynamic
Voltage Scaling (DVS) and Dynamic Modulation Scaling (DMS) power management techniques and explore the energy-time tradeoffs
these techniques offer. Specifically, we make the following contributions in this paper. First, we present an analytical problem
formulation for the ideal case where each node can scale its frequency and modulation continuously. Second, we present a Mixed
Integer Linear Programming (MILP) formulation to obtain the optimal solution for the practical case where only few discrete frequency
and modulation levels are supported by each node. Further, we analyze the system-level energy-time tradeoffs considering both the
computation and communication workloads by defining a novel energy gain metric. Finally, we present polynomial time heuristic
algorithms, which employ the energy-gain metric. We evaluated the performance of the proposed algorithms for a variety of scenarios
and our results show that the energy savings obtained by the proposed algorithms are comparable to that of the MILP solution.

Index Terms—Energy-aware systems, real-time and embedded systems, scheduling, wireless sensor networks.
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EAL-TIME Systems have undergone an evolution in the

last few years in terms of their number and variety of
applications as well as complexity. A natural result of these
advances coupled with those in sensor techniques and
networking have led to the rise of a new class of application
that fall into the distributed or networked real-time
embedded systems category [1]. Recent technological
advancements in device scaling have been instrumental in
enabling mass production of such devices at reduced costs.
As a result, applications with a number of inter-networked
embedded devices have become prominent. Extensive
research has already been carried out to achieve real-time
guarantees over a set of nodes distributed over wired
networks [2], [3]. However, there exist a number of real-
time applications in domains such as military surveillance,
industrial processing, robotics, and tracking, which require
the self-powered nodes to communicate over the wireless
medium where application dynamics prevent the existence
of a wired infrastructure. These applications present
challenges beyond those of traditional embedded or
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networked systems as they aim to provide critical real-time
guarantees over a severely resource-constrained network
with battery-driven nodes.

A typical architecture in a networked real-time em-
bedded system consists of several processor-controlled
nodes interconnected via the wireless network. The system
software running on each node enables the execution of one
or more concurrent tasks, which are activated by the arrival
of triggering events generated by the external environment,
a timer, or arrival of a message from another node. A
response to an event generally involves several tasks to be
executed on different nodes and several messages to be
exchanged in the network. For the proper functioning of the
whole system, each individual task as well as all the
messages exchanged needs to complete before stringent
deadlines while incurring as less energy as possible. An
effective energy-aware strategy for such a system would
appropriately leverage the low power modes supported by
different components within each node of the network
under a unified system-level perspective.

A notable example of such networked embedded system
is a wireless sensor network where data is monitored in a
distributed manner and individual nodes collaborate to
perform in-network data aggregation by exchanging mes-
sages. In this paper, we focus on the end-to-end energy
management of data aggregation in distributed wireless
sensor networks.

Data aggregation is a fundamental task in sensor
networks where energy management is a primary concern.
The majority of the existing works on data aggregation aims
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at minimizing the communication energy consumption and
ignores the computational workloads at the individual
nodes. With the growing complexity in the targeted
applications, the computational demands on the individual
nodes are gradually increasing. For example, consider a
military surveillance application where the data has to be
encrypted and communicated in a secure manner. In such a
scenario, each aggregating node needs to perform data
decryption and encryption to provide the required security.
The work in [4] presents different secure data aggregation
schemes where the primary focus is on the security issues.

On a different front, it is envisioned that the individual
nodes in wireless sensor networks support machine learn-
ing capabilities in the future to adapt to the environmental
variations where the individual nodes will be expected to
execute heavier computational tasks. The work in [5] and
[6] presents different machine learning schemes for the
wireless sensor nodes.

With this impending trend, it becomes inevitable to
consider both the computational and communication
energy consumptions at the individual nodes in order to
perform effective end-to-end energy management for the
data aggregation applications. In this paper, we consider
both the processor energy consumption incurred due to the
computational workloads and the communication energy
consumption of each node in the network.

1.1 Related Work

Several power management techniques exist for processor
and communication subsystems, which can be exploited for
energy-efficient data aggregation. For the processor, some
of these techniques include: sleep-wakeup and performance
scaling. For the communication subsystem, these techniques
include: sleep-wakeup [7], power adaptation [8], and perfor-
mance scaling [9]. In this paper, we focus on performance
scaling techniques.

Performance scaling in processor energy management is
often achieved by employing the well-known Dynamic
Voltage Scaling (DVS) technique [10]. DVS is the technique
of simultaneously varying the processor voltage and
frequency as per the performance level required by the
tasks. It allows one to trade processor speed for energy
savings. DVS has been extensively applied to address a
wide variety of task scheduling problems targeting stand-
alone embedded applications [11]. The majority of the
proposed solutions in this context does not address the
communication aspects and hence are not directly applic-
able to the data aggregation problem we addressed in this
paper. In the rest of this paper, we refer to the processor
frequency simply as the frequency that is different from the
communication RF frequency.

Similar to the DVS in processor energy management,
performance scaling in communication energy manage-
ment refers to the technique of lowering the transmission
power and transmitting the packet for a longer period of
time to reduce the transmission energy consumption. This
technique allows one to trade off transmission latency for
communication energy savings. Such an energy-time trade-
off can be achieved either by varying the modulation level
or error correcting codes or both simultaneously in a
message transmission. These specific variations are termed
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as Dynamic Modulation Scaling (DMS), Dynamic Code
Scaling (DCS), and Dynamic Modulation-Code Scaling
(DMCS), respectively [12]. Although the specific variables
or control knobs might vary across the three techniques, the
fundamental tradeoffs they offer are similar. In the rest of
this paper, we work with the DMS technique where
modulation level of each message can be varied to trade
off transmission latency for energy savings.

Performance scaling for communication energy manage-
ment has been applied in several contexts including the
download problem involving a single sender and multiple
receivers and the corresponding upload problem with
single receiver and multiple senders [9], [16], [15], [14].
The majority of the abovementioned work applies commu-
nication performance scaling to different single-hop sche-
duling problems that cannot be directly extended to the
data aggregation application, which primarily is a multihop
setup.

Further, most of the above existing work is based on the
assumption that the transmission energy consumption is a
continuous function of transmission latency. However, in
practical systems, only a few discrete performance levels
are allowed and each transmission can be performed at one
of these levels. As a result, the solutions developed
assuming a continuous energy function merely represent
lower bounds to the practical problem setups. Several
papers suggest a simple rounding mechanism where the
continuous solutions are rounded to the nearest discrete
solution taking a conservative approach [17]. However,
such rounding mechanism is not the optimal approach and
hence cannot effectively reduce the energy consumption
particularly, when the number of discrete performance
levels are few, which is typically the case in practical
systems.

The most relevant work for the problem addressed in
this paper is presented in [17]. The authors consider the
energy minimization problem for a latency constrained
data aggregation application with DMS technique as the
underlying power management mechanism. Their model
assumes that energy consumption is a continuous function
of message modulation level (or correspondingly message
transmission latency). Further, the authors assume a
collision-free medium access, which can be achieved
either by employing multiple RF frequencies for commu-
nication or other techniques like multiple packet reception
(MPR) [18].

For the above ideal model where modulation can be
varied continuously, the authors develop numerical algo-
rithms to solve the offline problem of scheduling messages
at the individual nodes with the aim of minimizing the total
energy consumption while meeting the end-to-end latency
constraint. The proposed solution exploits the continuous
convex nature of the problem and assigns modulation levels
to different messages in the network. They also proposed a
dynamic programming-based solution for the online ver-
sion of the problem assuming a continuous function for the
transmission energy consumption. However, the presented
solutions are not effective for the practical scenarios where
each node supports discrete modulation levels. Moreover,
as the authors pointed out in [17], the presented solutions in
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Fig. 1. Data aggregation tree model.

their work cannot be extended to more general medium
access channel setups like Time Division Multiple Access
(TDMA) or other contention-based protocols.

Our work differs from the existing work in the
following ways:

Unlike the majority of the existing work that
applies communication performance scaling to
single-hop setups [9], [16], [15], [14], we address
the network-level problem of end-to-end energy
management considering the entire network with
multiple hops.

We consider a general communication model where
all communications in the network are performed
using the same RF frequency. In such a model,
different conflicting message transmissions need to
be scheduled.

More importantly, we consider both computational
and communication workloads at the individual
nodes in the network. Further, we consider perfor-
mance scaling for both processor and communica-
tion subsystems.

Unlike the existing work, our primary focus is on the
practical problem formulation wherein each node
supports discrete performance levels.

Finally, we note that the work presented in [19] considers
both tasks and messages for performing energy-efficient
DVS-based scheduling for a system-on-chip model. How-
ever, the specific problem addressed and the target
applications in [19] are significantly different from that of
our work in this paper.

To the best of our knowledge, ours is the first work that
applies performance scaling both at the processor and
communication level to the data aggregation problem
considering the end-to-end latency constraint.

The rest of this paper is organized as follows: We present
our system model in Section 2. In Section 3, we present the
analytical problem formulations for both the ideal and
practical performance scaling models. In Section 4, we first
analyze system-level energy tradeoffs considering both
computation and communication workloads at the indivi-
dual nodes. We then present our scheduling algorithms,
which apply the analyzed system-level tradeoffs. In

IEEE TRANSACTIONS ON PARALLEL AND DISTRIBUTED SYSTEMS, VOL. 19,

NO. 11, NOVEMBER 2008

TABLE 1

Tree Model: Symbols
Symbol | Description
vV set of nodes in the data aggregation tree.
n total number of nodes in the tree.
7 set of leaf nodes in the tree.
V0 root node in the tree.
v, it" node in the tree.
Ve(7) set of child nodes of node v;.
T; task at node v;.
M; message at node v;.
L; size of message M; in bits.
C; size of task T; in computation cycles.
nt total number of tasks in the tree.
Nom total number of messages in the tree.
e entity (task or message) at node v;.
i parent node of v;.
d; normalized distance between the nodes v; and p;.

Sections 5 and 6, we present our performance evaluation
results and conclusions, respectively.

2 SYSTEM MODEL

Tree model. We consider a data aggregation tree with
n nodes. The root node is denoted as vy and the set of leaf
nodes is denoted as V|. Fig. 1 outlines our model where
each leaf node performs local sensing, computation (e.g.,
data encryption), and communication (e.g., sends the
encrypted message to its parent). Each internal node
performs local computation such as data decryption,
aggregation, and encryption. It further communicates the
aggregated message to its parent. Similarly, the root node
performs both local computation and communication to a
base station that is possibly connected to a wired network.
We denote the local computation at node v; as the task T;
and its outgoing message as M; (see Fig. 1). The task
execution time and message sizes at node v; are denoted as
Ci computation cycles and L; bits, respectively. For each
node vj, we denote its set of child nodes as V. i . This set is
empty for the leaf nodes.

Precedence constraints. Each node begins its communica-
tion only after the local task completes its execution and the
message is ready for transmission. Similarly, each node
starts its local computation only after receiving all the
messages from its child nodes. In this process, each parent
node buffers the messages from its child nodes before
performing data aggregation. In this work, we assume
individual nodes have enough memory resources to per-
form the required buffering.

End-to-end latency constraint. Each message that is
generated at a leaf node should reach the sink within a
specified deadline, D. In other words, each leaf to root path
has an end-to-end latency constraint of D.

The above tree model represents a wide range of
applications including perimeter monitoring, intrusion de-
tection, and border security, where bulk of the sensing is
performed at the leaf nodes and the rest of the network is used
to achieve secure and timely data delivery. The different
symbols related to the tree model are shown in Table 1.

Performance scaling model. Each node supports DVS
with  discrete frequency levels and DMS with |, discrete
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TABLE 2
Power Specifications (From [20])
Symbol | Mode Power
Shign 400 MHz 41T mW
Frmid 300 MHz 283 mW
Sfrow 200 MHz 175 mW
Idle 33MHz@ldle | 45 mW

modulation levels. In the examples and simulation studies,
we use the PXA255 processor’s power specifications [20]
shown in Table 2 to model the processor energy consump-
tion. For the ideal case, where we assume the processor can
vary its frequency continuously, we use the following
expression to compute the processor energy consumption of
a task with C computation cycles when operated at a
frequency f: .Cf? [10]. Here, . is a constant. We assume
the overheads of the DVS and DMS techniques have been
incorporated into the worst-case computation and commu-
nication times of the tasks and messages, respectively.
Data correlation model. For each non-leaf node, we
model the correlations among the data collected from
different child nodes as follows: Assuming each child
node v; sends a packet of L; bits to its parent node v;, the
outgoing message size at node v;j is given by
P
L 8vi2V, j Li .
1 nj f f 1’

where ¢ is the correlation factor, which varies in the
range [0, 1], and n; denotes the number of child nodes of v;.
Note that ¢ ...
correlations in the data. This results in a long aggregated
su2v, j Li- On the other hand,

.. 1 corresponds to the case of maximum datgeorrelation.

0 corresponds to the case where there are no

message with size L;j ...

8v; 2ch Li

This case results in a small message size L; ..

Scheduling model. For each internal node the set of
corresponding child nodes share the common wireless
medium and their messages need to be scheduled in a
nonconflicting manner. The shared wireless medium is
slotted in time and is accessed in an exclusive manner
following a TDMA protocol.

We assume a feasible schedule is available where
different messages and tasks operate at the maximum
performance levels. Several existing algorithms for conven-
tional distributed systems [3] can be appropriately applied
to obtain such a feasible (energy unaware) schedule. For
example, the scheduling algorithms for precedence graph
with tasks and messages proposed for wired distributed
systems in [3] can be applied by modeling the different
tasks and messages in the data aggregation tree as a
precedence graph. We refer to thus obtained schedule as the
input/default schedule.

Given such a feasible input schedule that satisfies
precedence and end-to-end latency constraints, our primary
focus is on assigning frequency and modulation levels to different
tasks and messages in the data aggregation tree, with the objective
of reducing the total energy consumption of the input schedule.
This involves performing slack allocation across tasks and
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messages without violating the precedence and end-to-end latency
constraints.

In the rest of this paper, we use the generic term
performance level whenever we intend to refer to either a
task’s frequency level or a message’s modulation level.
Similarly, we use the generic term entity to refer to either a
task or a message in the schedule. In these terms, our goal is
to assign appropriate performance levels to different
entities in the input schedule with the objective of
minimizing the total energy consumption while not violat-
ing the deadline and precedence guarantees provided by
the input schedule. Our model assumes that both input
schedule and output schedule are constructed by the base
station and the same is disseminated to the network nodes.

Communication model. We assume that the modulation
is Quadrature Amplitude Modulation (QAM). The chan-
nels are modeled as frequency-flat Rayleigh fading. Let b
denote the number of bits per modulation constellation
symbol. The constellation size is denoted as M ... 2°. Let Ej,
denote the received energy per bit, No=2 denote the channel
noise power spectral density, Es denote the received energy
per constellation symbol, d2,, is the minimum average
squared Euclidean distance between two constellation
symbols at the receiver, and BER denote the bit error rate.
We have the following relationships [13]:

b ... log, M; 2

BER  No=d2,.; 3
6

d?nm M 1ES; 4

Es .. bEbZ 5

The approximation in (3) is valid for high signal-to-noise
ratio (SNR). Combining these, we have

2 1 Np .

6b BER’
If a message contains L bits, then the total necessary
received energy will be E_ ... L E,. We assume that the
propagation loss follows a polynomial model; the power
decays in the th order of the distance:

E, 6

where Eis is the necessary transmitted energy to achieve a
received energy of E_, d is the distance between the
transmitter and the receiver, and dy is a normalizing
constant that depends on the wavelength. Usually, is
between 2 and 5. As a result, the total transmitted radio
energy can be expressed as

E.; 7

d L2 1 Np .

Ee .. — :
B, 6b BER

In addition to the Et, some energy is consumed by the
circuitry during the transmission and reception, which are
given by Eg ... 5* and Ey ... 5*, respectively; where and
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TABLE 3
Important Symbols

r are implementation-dependent constants [12]. In the rest
of this paper, we assume Ng..4 10 ¥ J, BER ... 10 ¢,

t..75nJd, (..100nJ,and L ... 1,024 as the default values.
The channel bandwidth in hertz is denoted with the
symbol W. The corresponding channel transmission rate
in bits per second can be calculated as Wb. We assume that
the BER is designed low enough to provide the necessary
message reliabilities. The time taken for transmitting an
L-bit message in the shared wireless medium is calculated
as i; (Table 3).

3 PROBLEM FORMULATION

Given a data aggregation tree and a feasible input
schedule, the problem is to assign performance levels to
different entities in the schedule with the objective of
minimizing the total energy consumption while guarantee-
ing the precedence and end-to-end latency constraints. We
address the above problem for the following two models;
for each model, we present the corresponding analytical
formulations:

Ideal model: In the ideal model, the processor
frequencies can be varied continuously within the
specified range. Similarly, the modulation levels
of each message can be scaled continuously. We
use the variables x; and y; to denote modulation
level of message M; and frequency of task Ti,
respectively.

Practical model: In this model, each node in the
network supports only a few discrete frequency and
modaulation levels. Specifically, we assume each node
provides ¢ discrete frequency levels and ,, mod-
ulation levels. Further, we denote the kth frequency
level and its corresponding power consumption with
fx and Py, respectively, where k 2 %1; . Similarly,
the kth modulation level is denoted as by, where
k24, m.
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3.1 Problem Formulation: Ideal Model

The above-stated problem can be mathematically formu-
lated for the ideal model as follows:

Minimize
e X LiNe2% 1, Li ¢ o
total -+ viz\s(GBER X i Xi o
cCiyiz:
Vi2V
Subject to
Xmin ~ Xi  Xmax: 10
Ymin = Yi  Ymaxs 11
sm Liogt oo gy 2V, i 12
J WXj ! ’ J !
st S gm0 8 -
i — i ) Vi 2 V; 13
Yi
sm Lioam oML prev v 14
i W—XJ i R\ i
SI 0, 8vi2V; 15
Lo
m
1
0 W Xq 6

The above formulation accepts an input schedule and
assigns the start times (variables St and S™) and perfor-
mance levels (variables x; and y;) to different tasks and
messages with the objective of minimizing the total energy
consumption while preserving the precedence and latency
constraints guaranteed by the input schedule.

The first term of the objective function given in (9) totals
the communication energy of all the messages while the
second term totals the computation energy of all the tasks in
the schedule. Further, the constraints in (10) and (11) ensure
that the performance levels are maintained within the
specified range.

The remaining equations capture the ready time, dead-
line, and precedence constraints. The constraint in (12)
ensures that the task at each node in the network starts
after it receives all the messages from its children.
Similarly, the constraint in (13) ensures that each message
is transmitted only after the local task has finished its
execution. The constraint in (14) ensures that each message
starts after its previous message finishes its transmission in
the schedule. The constraints in (15) specify that the start
times of tasks at the leaf nodes should be greater than time
zero, and finally, (16) ensures that the root node completes
its message transmission before the end-to-end deadline D.

Assuming the variables x; and y; can be varied
continuously, the objective function Ea can be proved to
be a convex function as it is a sum of several convex
functions. Moreover, the constraints in (11)-(16) are also
convex in the variables x; and y;. Also, the variables St and
S are continuous and linear in these constraints. As a
result, the above problem formulation depicts a convex
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