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Abstract—Vulnerability assessment is a requirement of NERC�s
cybersecurity standards for electric power systems. The purpose
is to study the impact of a cyber attack on supervisory control
and data acquisition (SCADA) systems. Compliance of the require-
ment to meet the standard has become increasingly challenging
as the system becomes more dispersed in wide areas. Interdepen-
dencies between computer communication system and the phys-
ical infrastructure also become more complex as information tech-
nologies are further integrated into devices and networks. This
paper proposes a vulnerability assessment framework to systemat-
ically evaluate the vulnerabilities of SCADA systems at three levels:
system, scenarios, and access points. The proposed method is based
on cyber systems embedded with the �rewall and password models,
the primary mode of protection in the power industry today. The
impact of a potential electronic intrusion is evaluated by its po-
tential loss of load in the power system. This capability is enabled
by integration of a logic-based simulation method and a module
for the power �ow computation. The IEEE 30-bus system is used
to evaluate the impact of attacks launched from outside or from
within the substation networks. Countermeasures are identi�ed for
improvement of the cybersecurity.

Index Terms—Cyber-physical system, dependability measures,
passwords, Petri nets, power systems, vulnerability indices.

I. INTRODUCTION

S ECURITY threats against utility assets have been recog-
nized for decades. In the aftermath of the terrorist attacks

on September 11, 2001, great attention has been paid to the
security of critical infrastructures. Insecure computer systems
may lead to catastrophic disruptions, disclosure of sensitive in-
formation, and frauds. Cyber threats result from exploitation of
cyber system vulnerabilities by users with unauthorized access.
A potential cyber threat to supervisory control and data acquisi-
tion (SCADA) systems, ranging from computer system to power
system aspects, is recognized [1]. It is shown that an attack can
be executed within an hour once the computer system security
is compromised. The ever increasing power of the Internet facil-
itates simultaneous attacks from multiple locations. The highest
impact of an attack is when an intruder gains access to the super-
visory control access of a SCADA system and launches control
actions that may cause catastrophic damages.
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Since the 1970s, the control center framework has gradually
evolved from a closed monolithic structure to a more open
networked environment. With the recent trend of using stan-
dardized protocols, more utilities are moving toward Internet
protocol (IP)-based system for wide area communication.
The compatibility of standards has also leveraged the cost
of system deployment among the vendors to improve system
upgradeability. However, a tighter integration may also result
in new vulnerabilities. Vulnerability risks associated with the
connection of SCADA systems to the Internet have been known
[2]. The security concern over information exchange between
various power entities is more challenging as the potential
of cyber threats grows [3]. The increasing dependence upon
communications over the Internet has added to the signifi-
cance and magnitude of the problem. Security awareness and
personnel training concerning supervisory control systems are
crucial [4], [5]. A recent report comparing different security
guidelines and standards has been provided to emphasize the
critical elements of cybersecurity for SCADA systems [6].
The cybersecurity technologies identified in [7] address the
effectiveness of defense. Recent research emphasizes security
interdependency modeling that includes deliberate sabotage,
and the improvement on power system information architecture
and communication interaction [8]–[10]. The SCADA test bed
development is an effective way to identify vulnerabilities of
power infrastructure cybersecurity [11]–[13]. Reference [14]
proposes a novel approach using wireless sensor technology
to assess the mechanical health of a transmission system.
The development of quantitative techniques for systems in-
terdependency is reported in [15]. There are model-based
attack-detection techniques [16] to detect anomaly and to
recognize malicious electronic signatures.

Cybersecurity for the power grid is an emerging area of
research. Efforts by International Electrotechnical Commission
Technical Council (IEC TC 57) on power systems management
and associated information exchange have advanced commu-
nication protocols with stronger encryption and authentication
mechanisms. Specifically, this has been proposed in IEC62351
for data and communication security that assures access to
sensitive power equipment and provides higher reliability with
audit capabilities [17]. They allow verification and evaluation of
potential threats. Besides the power industry standards, control
system standards applicable to oil and gas have been reported
[18]. While its importance is well recognized and test beds
have been developed, no systematic modeling and analytical
technique exists for the evaluation of critical assets in the power
infrastructure such as the SCADA system. Moreover, there has
not been an approach to measure the vulnerability of a cyber
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Fig. 1. Cyber network environment of a control center.

system by incorporating the impact on the power system. The
main contribution of this paper is a vulnerability assessment
framework for a systematic analysis incorporating both power
and cyber systems of the control networks. The proposed in-
tegration of cyber-power system attack/defense modeling with
the system simulation capability makes it possible to quantify
the potential impact an attack can cause. Some preliminary
concepts on cyber-physical vulnerability assessment are pre-
sented in [19].

The remaining of this paper is organized as follows. Section II
provides an overview of the SCADA system security measures
and the vulnerabilities. Section III proposes a cyber-net model
for evaluation of the system vulnerability. Section IV addresses
the computational issue. Section V provides the simulation re-
sults. Section VI gives the conclusion.

II. SYSTEM MODEL AND VULNERABILITIES

The control center cybernet environment, depicted in Fig. 1,
describes the connectivity of the corporate networks that are
normally protected by firewalls. The control center network
is connected to other corporate networks and substation and
power plant networks maintained by information technology
personnel. It is recognized that control center networks are
highly secured and therefore unlikely to be penetrated directly.
In this research, the focus is on the intrusion to control center
networks through other networks such as those networks at the
substations or power plants.

Through an intranet, each of the geographically dispersed
substations is set up with a dial-up network for maintenance pur-
poses. In addition, wireless networks may be installed for local
communication. Virtual private network (VPN) is a cybersecu-
rity technology used to connect with other corporate networks.

Remote logon programs in the VPN provide the capability to
control other machines within the networks. These access points
can be password protected [1], [7], [20]. A successful intrusion
to an Ethernet-based substation enables an attacker to perform
potential damaging actions, such as opening breakers. This in-
cludes the creation of fake data to cause unwanted operations of
protective devices [21].

Convenient access to Internet resources and online search ca-
pabilities provide a systematic footprint for hackers to identify
an organization’s security posture. There are increasingly so-
phisticated intrusion tools that include [20]:

1) War dialing—It can be executed in the scripts to the sur-
rounding numbers to detect potential connection once the
main phone number prefix is determined.

2) Scanning—It scans the destination IP addresses to deter-
mine the service ports on the machine that are either run-
ning or in listening state for connection to potential access
points.

3) Traffic sniffing—The network analyzer is used to capture
the packets traversing within a network.

4) Password cracking—A program that repeatedly tries to
guess a password in order to gain (unauthorized) access to
a network.

With the available information and tools, there are several
possible ways to penetrate existing connections of a network:
1) VPN, 2) dial-up connections, 3) wireless connections, 4) any
remote logon programs, and 5) Trojan horses (on unknown ser-
vice ports). Necessary information can be acquired from dif-
ferent tools and resources to determine IP addresses in the net-
works. Detection of a VPN connection by a hacker indicates
what the defenders are trying to protect. Trojan horses may use
unknown service ports to establish a remote connection.
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Fig. 2. Proposed model and model with OS vulnerability.

The most important element of cybersecurity is the software.
Each year, the number of known vulnerabilities grows. This re-
sults in potential threats for attacks from hackers. Statistics for
the reported software flaws are maintained by the Computer
Emergency Response Team/Coordination Center (CERT/CC)
and the US-CERT [22]. Statistics show that the evolution of the
software technology over decades has significantly increased
the number of known operating systems vulnerabilities and se-
curity holes. However, the statistics are not exhaustive due to
the following reasons: 1) No obvious alerts or detection of the
penetration attacks due to a weak defense system, and 2) orga-
nizations are reluctant to publicly disclose the statistical dataset
about intrusion attempts [7]. In addition, the increase of indi-
vidual computer programming skills has resulted in more in-
trusion tools development for specific domains. Depending on
the intent of attackers, sophisticated software for attack can be
embedded as worms/viruses in order to achieve their objec-
tives. The intrusion processes can be programmed as software
agents with the combination of various forms, such as worms
and Trojan horse, to reach specific targets for further attacks.

Fig. 2 depicts the proposed model and the model with oper-
ating system (OS) vulnerability. The proposed method incor-
porates the firewall and password models. Such behaviors are
studied based on the modeling that provides the boundary in-
spection of malicious packets and intrusion attempts on each
computer system. Model (b) includes the OS vulnerability. Vul-
nerabilities of the OS are security holes from ports and services
that can establish a malicious connection. The vulnerability in-
cludes the unused ports and services that are not disabled due
to their limitations. Network ports range from 0 to 65535. Well
known services reserve the ports from 0 and 1024 for estab-
lishing connections for applications, e.g., HTTP-80. The OS
vulnerability can be scanned to identify specific services using
unknown ports, which can be used to compromise a system. A
complete development of model (b) will require future work to
develop detailed models of known vulnerabilities and acquire
statistical data for the model.

Possible consequences of cyber attacks include 1) loss of
load, 2) loss of information, 3) economic loss, and 4) equipment
damage, depending on the level of success of a cyber attack and
motivation of an individual attacker. Two types of attacks can
cause the above consequences:

1) Directed attacks: Attacks with short term effects that can be
determined by the behaviors. The consequences of shutting
down the SCADA systems through denial of service (DoS)
attacks or deleting the file systems can disable the online
monitoring and control system. The direct consequence of

a cyber attack may also result in events such as loss of load
in a power system.

2) Intelligent attacks: These are the well-planned attacks that
require in-depth power system knowledge. An example
is the intrusion to alter relay settings. Such attacks may
require intrusions into networks at critical substation to
trigger cascading effects. Cascading events may result in a
major power outage that can be catastrophic. Other attack
includes slowing down the communications between sub-
stations and control centers by overloading the local com-
puter network systems. Another scenario is to change the
one-line diagram of the control center that may mislead
dispatchers.

III. MODELING FOR VULNERABILITY EVALUATION

The purpose of the proposed methodology is to model intru-
sions and evaluate the consequences of a cyber attack on the
SCADA system. The proposed method is used to assess the vul-
nerability of computer networks and the potential loss of load in
a power system as a result of a cyber attack.

Compromised cybersecurity of a SCADA system can cause
serious impact to a power system if the attack is able to launch
disruptive switching actions leading to a loss of load. This is
particularly troublesome if the attack can penetrate the con-
trol center network that is connected to substations under the
SCADA system. The combination of access points from sub-
station-level networks to other networks leads to various attack
scenarios. The proposed framework is composed of two aspects:
1) cyber-net model, and 2) power flow simulation. A cyber-net
defines the intrusion scenarios and its events and status. Power
flow is the most basic model of the steady state behavior of a
power system. The integration of these two models makes it pos-
sible to quantify the impact caused by a potential cyber attack.
The proposed methodology can be used to:

1) model the access points to a SCADA system;
2) construct a cyber-net model for intrusions and the status;
3) simulate a cyber attack using the intrusion models to eval-

uate their impact based on power flow simulations;
4) improve cybersecurity of the SCADA system based on vul-

nerability assessment results with the available technolo-
gies.

The proposed vulnerability assessment method is per-
formed in three levels: system, scenarios, and access points.
The flow chart depicted in Fig. 3 illustrates the simulation
procedures. The proposed method has been implemented in
Visual Basic.NET with the interactions between SPNP [24]
and MATLAB. An extensible markup language (XML) file
that stores the models for simulation is used to automatically
generate an intermediate file called C-Based SPNP Language
(CSPL). This is prepared by an algorithm that builds a topology
of the cyber-net according to the net definition of a network.
The definition is composed of password and firewall models.

A. System Vulnerability

In this research, a system is defined as the wide area intercon-
nected, IP-based computer communication networks linking
the control center and substation-level networks. The scope
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Fig. 3. Flowchart for proposed vulnerability assessment framework.

of this research is defined based on the following practical
considerations.

• Each intrusion scenario through a substation-level network
is an independent event that has no correlation with intru-
sion scenarios on other substations.

• A “direct” connection through local access to the (highly-
secured) control center network is unlikely. However, a
connection to the control center from substation-level net-
works can be established through VPN or other remote
logon systems.

As shown in the following, system vulnerability, , is deter-
mined the maximum vulnerability level over a set of scenarios
represented by :

(1)

B. Scenario Vulnerability

An intrusion scenario consists of the steps taken by an at-
tempted attack from a substation-level network through a local
or outside network that is targeted at the SCADA system in the
control center. Substation-level networks in a power system are

connected to generator and/or load. These substation-level net-
works are associated with substation automation systems, power
plant control systems, or distribution operating centers.

The total set of scenarios depends on the number of substa-
tions that are installed with the IP-based system for communi-
cations. For a given scenario associated with a substation, there
are three cases depending on the supervisory control privileges:
1) substation with no load or generator, 2) substation with load,
and 3) substation with load and generator. These cases are con-
sidered in the logic- and power flow-based evaluations of each
scenario. Each specific scenario is evaluated to determine the
impact based on the potential loss of load. The total set of sce-
narios includes all attack scenarios through access points in
the networks. The scenario vulnerability is defined by

(2)

where is the number of intrusion scenarios to be evaluated.

C. Access Point Vulnerability

An access point provides the port services to establish a con-
nection for an intruder to penetrate the SCADA computer sys-
tems. The vulnerability of a scenario , , through an access
point is evaluated to determine its potential impact. For a set
of access points to the SCADA system , the scenario vulner-
ability is a weighted sum of the potential damages over the set

. The scenario vulnerability for a scenario is defined by

(3)

where is the steady state probability that a SCADA system
is attacked through a specific access point , which is linked to
the SCADA system. The impact factor, , represents the level
of impact on a power system when a substation is removed, i.e.,
electrically disconnected, by switching actions due to the attack.
The impact caused by an attack through an access point will
be evaluated by a logic- and power flow-based procedure. The
steady state probabilities will be determined from a cyber-net
model. They will be discussed further later in this section.

Since attacks occur randomly, a stochastic process is needed
for the model. In this study, the intrusion and cyber-net are mod-
eled by a generalized stochastic Petri net (GSPN) model [23].
The states of the stochastic process are the status of intrusions to
a network that are inferred from the abnormal activities. These
include malicious packets flowing through predefined firewall
rules and failed logon password on the computer system. Tran-
sition probabilities are obtained from the abnormal activity data
in the system.

A GSPN consists of two different transition classes: imme-
diate and timed transitions. As depicted in Fig. 4, which is an
illustration of a firewall model that will be elaborated later, a
status node is represented by a circle. An arrow head denotes
a transition of the system status. An immediate transition
is shown as a solid bar. Immediate transitions are assigned
probability values. Timed transitions denoted by empty bars
have delay times associated with the response that an attacker
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