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Abstract— In this paper, we present a novel and comprehensive re- Il. BACKGROUND AND SOLUTION OVERVIEW
source management solution for the autonomous hot-spot convergence sys- . . .
tem (AHSCS) that uses sensor web. This solution is in response to a callfor  NASA seeks to transition from large, instrument-jammed ob-

solution at the WPDRTS 2002. The proposed solution involves system anal- servatories to Cheaper and |ighter Space-baged p|atform3_ Thus,

ysis and design and developing a new resource management methodology. ; i I
which we call Feedback-based Adaptive Resource Management (FARM). the Earth Science Vision Initiative has been formulated. The

The FARM methodology combines the advantages of feedback control COrnerstone of the Vision is treensor webfs], [6], [7] a closely
scheduling, path-based scheduling, value-based scheduling, and survivabil-integrated constellation of earth observing satellites that collec-

ity strategies to provide dependable (predictable, reliable, and secure) ser- tively monitor the conditions of our planet through a vast array
vices to the AHSCS. . . .

of instruments. This network of satellites can act autonomously
in controlling instruments and spacecraft, while also responding
immediately to (1) the commands of the user interested in mea-
suring specific events and (2) important terrestrial events (e.g., a

. - . . - Icanic event). This approach allows easy deployment of new
Processing, archiving, accessing, visualizing and commu P ) ppr y deploy
ecll%nology and moreover is scalable.

cating Earth Science data from space and ground-based senso
to the rgsearch community presents many challenging p.roble/g\r}sv\/hat is Sensor Web?
in distributed, real-time computing. The problem seeking so-

lutions that will be presented at the special session of the 2002rhe concept of integrating a constellation of Earth observing
Workshop on Parallel and Distributed Real-Time Systems (W#atellites into a cohesive network of measurement instruments
DRTS), is taken from this domain. The solutions to the probleis called theSensor Webln concept it is similar to the Internet
statement were expected should be in the form of a design, a prathat scientists and other users will have access to any on-orbit
totype or an architecture similar to the ones [1], [2] presentedsgnsors and be able to direct and control those sensors in the
the previous years. This year’s problem statement in short iss&ne manner as the information is accessed in today’s Inter-
follows [3]: net.The Sensor Web concept also will take full advantage of the

According to NASAs Earth Strategic Plan [4] “Advancegevolution that is taking place in information and telecommu-

in Earth observing and information technologies, research, digations technologies for direct delivery of space-based Earth
modeling are all required to fulfill our long term vision for Eampbservatlons to the end-user at the cost of placing a long distance

System prediction.” The observing system of the future will if€/€Phone call.
clude satellites in a variety of orbits. These will includesmsor C .

web of small smart satellites in low Earth orbit, large apertur%' Application Scenario

sensors in geostationary orbits, and sentinel satellites at L1 andhe following scenario illustrates the operation of a constel-
L2 orbits. The problem to be solved is based on this sendation of earth observing (EO) satellites. Several sentinel satel-
web and is defined as follows: “A scientist on Earth becoméites provide a line-of-sight view of all instrumented satellites
aware of a "hot-spot” on the earth -an erupting volcano, a forrm the constellation; each sentinel knows the precise location
ing hurricane, etc. There are many research satellites in orbif-all members in the constellation. The scenario involves the
some will be able to observe this hot-spot, some will not. Detdrandling of a significant terrestrial event. A synthetic aperture
mining which satellites can observe this hot-spot, notifying eacadar satellite detects a volcanic event. The autonomous satellite
of the event, and modifying each observing schedule is a diffirings the event into focus by rotating its instruments and alter-
cult, time consuming job. It may take so long that the hot-spirtg its coverage area; on-board feature detectors analyze the data
has disappeared. The scientist desires to notify just one sateld assign priorities to different parts of the image; data com-
lite in orbit, whichever comes over the nearest ground statipnession is employed; to communicate the data to the ground
first. Then the on-orbit satellites perforeollaborative problem station, another member of the constellation must be used as a
solving working together autonomously to perform the notifirelay, since the ground station is out of view; more important
cation, selection and rescheduling necessary to observe this pottions of data are sent back first, at high resolution; less im-
spot with as many resources as possible, and send all the gatdant parts are sent back last; scientists are alerted and assume
to the scientist. The on-board real-time systems of the futurentrol of the spacecraft; they direct its instruments for specific
should enable collaborative problem solving.” follow-up measurements.

|. PROBLEM STATEMENT
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Sensor Web

D. System Model

Figure 1 depicts the sensor web system environment wherein
the satellites, Earth control center, and the end user are identi-
fied. The following assumptions describe the configuration and
capabilities of these entities.

N 1. Satellite Capabilities

(a) The system (i.e., sensor web) is a constellation of
Earth observing satellites that coordinate among them-
selves for distributed monitoring, processing, and deci-
sion making.

(b) The satellites orbit around the earth at different orbits:
low earth orbit (small satellites), geostationary (geosta-
tionary satellites) orbit, and L1 and L2 orbits (sentinel
satellites). Since the spot beam of a satellite depends on
its orbit level, the accuracy of sensor data also depends
on it. Smaller the spot beam, higher the accuracy of the
sensor data.

(c) Each satellite is equipped with a set of instruments and

Providing a technology to handle a scenario, as above, re- _ Sensors for measurement.
quires research and development in information technology, ap- (d) Each satellite is equipped with on-board data process-
plication domain, and inter-disciplinary areas. Thus, the tech-  Ind capabilities that enable it to act autonomously, react-

nology challenges posed by the sensor web are as follows: ing to significant measurement events on and above the
Earth, increasing precision and coverage where needed

1. Information Technology without human intervention.

(a) Resource management mechanisms are needed to man(e) Each satellite is equipped with on-board communica-
age the various instruments, computing, and communi- tion capabilities for communicating with other satellites,
cation resources in such a way that efficient (i) moni- Earth control center, or the end user. Inter-satellite com-
toring of the activities inside the “spot beam” (cover- munication involves exchanging of hot-spot information

Earth Control Center End user

Fig. 1. Sensor Web for AHSC System

C. Technology Challenges

age area), (ii) analyzing of the perceived scientific events
(e.g., hot-spots), and (iii) decision making and commu-
nicating information about these events to the end-user

(sensor data), current utilization of on-board computing
capability, spot beams, and the current instrument con-
figuration.

and Earth control center, are achieved. Specifically, the2. Earth control center is assumed to have necessary com-
resource manager is required to address dependability puting facilities for off-board processing and archiving, and
(real-time, reliability/availability, and security) require- communication facilities to communicate with the sensor
ments. web.

(b) Algorithms and techniques for on-board data process-3. End user workstation is assumed to have the necessary
ing. This includes data aggregation, data compression, computing and communication facilities for querying the
and signal and image processing. sensor web.

(c) Reconfigurable architectures and algorithms for variousin this paper, we specifically focus on the resource manage-
on-board data processing. ment issue of the AHSCS which involves efficient management

(d) Energy-efficient architectures and algorithms for oref computing and communication resources such that the real-
board computing and communication. time, reliability, availability, and security requirements of the

(e) System modeling, verification, and validation tectsensor web are satisfied. To accomplish this, it is necessary to
niques and tools. allow dynamic configuration of sensor webs of space-based re-

2. Satellite Communication Technology sources and to insure that data flows smoothly from the satellite-

(&) Dynamic control and reconfiguration of satellite instrusased instrument to the ground-based archive.
ments. The rest of the paper is organized as follows: Section Ill

(b) Satellite computing, communication, and instrument@resents system analysis and design, Section IV characterizes
tion technologies. the workload and motivates the need for new resource manage-

(c) Global real-time on-board navigation capability foment methodology, Section V proposes a new resource manage-
earth science remote sensing. ment methodology (FARM), Section VI discusses the surviv-

3. Domain-specific Technology ability issues, and finally Section VII concludes the paper.
(a) Domain-specific algorithms and techniques. For exam-

ple, algorithms for water-level monitoring in Polar Ice
caps and for detecting cloud contamination with atmo-
spheric correction.

(b) Modeling and analysis of applications.

IIl. SYSTEM ANALYSIS AND DESIGN

The sensor web for the Autonomous Hotspot Convergence
System (AHSCS) can be viewed as a distributed real-time sys-
tem with different computational capabilities collaborating to
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IV. RESOURCEMANAGEMENT — WORKLOAD MODEL AND
Sensors Earth Control Center M OTIVATIO N S

Instrument Hotspot Information
Reconfiguration

In this section, we first discuss the system model describing
the system capabilities and workload, then provide the motiva-
tion for developing a new resource management methodology.

Sensor Data. Control Information

Hotspot Information Sensor/L oad Data

A. Workload Characteristics

Network Interface

ooter suslites 1. The computing workload for satellite on-board process-
ing typically comes from various sources: Sensor data pro-
Shared Tables cessing eriodic workload), hot-spot analysisaperiodic
(Trec Hotson Topelowy Migraen workload, controls from Earth control center (aperiodic),
and end user queries (aperiodic).
Fig. 2. A high-level schematic of AHSC system 2. The typical communication workload composed of: inter-
satellite communication (both periodic and aperiodic),

solve a problem (problem of analyzing a hot-spot together). Fig- satellite to Earth control center (both periodic and aperi-
ure 2 shows the high level schematic of the AHSCS at each node °dic), and satellite to end user communication (aperiodic).

(satellite), wherein four key interfaces to the system and relevang: The system must handle dynamically varying workloads
databases are identified. in response to perceived scientific events (e.g., hot-spots),

End User

« Sensor InterfaceAn interface for interacting with the sen-  the spacecraft environment, spacecraft anomalies and user
sor instruments used to collect the data about hot-spots and commands.
for reconfiguring the sensors. 4. The dynamic workload also depends on the nature of the
« Earth Control Center Interface An interface for commu- observed hot-spot. They could be:
nicating with Earth Control Center and for decoding the ¢ Dynamically arriving periodic workloaéb monitor “fixed
control signals sent by the Earth Control Center. hot-spots” (e.g., volcano).

« End-User Interface An interface for interacting with end- ~ * Aperiodic workloado monitor “moving hot-spots” (e.g.,
user to understand the queries and to return the query re-  ornado) which requires continuous monitoring with

sults. possible hand-off to other satellite and reconfiguration
« Interface for Inter-satellite CommunicationAn interface of instrumentation and computing resources.
for communicating with other satellites in the network. 5. In summary, there is a great deal of dynamics and uncer-

« Shared TablesThe various functional modules (identified tainty in the computing and communication workloads.
in Section 3.1) of AHSCS interact through a set of shared Since all situations and possible uses of sensors cannot be

tables. anticipated during design phases, an approach for dynamically
. adapting the allocation of distributed computational and com-
A. Functional Modules and Tables munication resources is needed. Even if it were possible to an-

The AHSCS can be represented in the form of modules atigipate all possible use case scenarios of future sensor webs,
the functional level view (data and control flow) of the AHSCdedicating computational and communication resources based
is shown in Figure 3. The various functional modules are 8§ maximum requirements will be far more expensive than em-
follows: (1) Sensor Reading Module [SRM], (2) Human InterPloying an adaptive resource management system.
face Module [HIM] (interface to earth station and end-user),

(3) Hot-Spot Identifier [HSI], (4) Hot-Spot Analyzer [HSA], B. Motivations for New Resource Management Methodology

(5) Overload Handler [OH], (6) Communication Modules [GC- \ye first justify the suitability of path-based paradigm and
I], [GC-II] (communicating to _othgr satellites for exchangingeeqnack control based paradigm for resource management in
sensor data, and for communicating load, topology, and COVRIHSCS, then we motivate the need for developing a new re-

age mformatlon_to other satgllltes), (7) Resource ReconfiguratQy rce management methodology combining them.
[RR] (to dynamically reconfigure the resources such as sensor

ic?j;r#engfnts) and (8) Query Processor [QP] (to perform end-u%e_[rL Motivation for Path Based Paradigm

The list of shared tables used by the various modules of AH-The dynamic path paradigm [8], [9] is convenient for specify-
SCS is as follows: (1) Track Table (for storing track data), (2)g end-to-end system objectives and for analyzing timeliness,
Hotspot Table (for storing data about identified hotspots), (@gpendability, and scalability of distributed real-time systems.
Load and topology Table (for storing the system load data, ahtie notion of a dynamic path is also useful to describe systems
satellite topology related data), and (4) Migration Table (forith dynamic variability, wherein the behavioral characteristics
storing details about migratable hotspots). of the various tasks cannot be determined statically.

Table | shows the list of database tables with their correspond-A dynamic path is an abstraction of larger granularity when
ing reader and writer modules. compared with the traditional task level abstraction. The AH-

The details of the functional modules and shared tables &€S is highly suitable for applying the dynamic path paradigm
presented in Appendix. for the following reasons:
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Sensors Human Input
- 777777 - Contr[)l FIOW p

Sensor Human
Reading Track Table : Interface
Module Per-track data Register Hot-spot \ - wMoule

Per-track data|

Reconfiguration Commands Trigger data collection

(from other satellites)

Reconfiguration Details -~~~

Track data
(from other satellite

Resource
Reconfiguratol

Hot-spot

Identifier

i h lli
Hot-spot Information to other satellites

Confirmed hot-spat
information|

Hot-Spot Information

Hot-spot Information

Hot-spot

Hot-Spot Table

—_—

Refined Hot-spot Information

Analyzer
Hot-Spot Information

Hot-spot Information

Earth Station/
End User

Queries/Responses

Overload
Handler

Migrateable hot-spots

Migration Table

Migrateable hot-spots

Hot=spot Information Load/Topology Information

Global

Query
Processor

Load & Topology Table
Updated Load/Topology Information

to other satellites

Fig. 3. Functional Diagram of AHSC System

Table No.| Table Name Readers Writers
1 Track Table HSI SRM, HIM, HSI
2 Hot-Spot Table HSA, HSI, GC-I, QP| HSI, HSA, GC-I
3 Load and Topology Table OH GC-ll
4 Migration Table GC-lI OH

TABLE |

DATABASE TABLES IN AHSCS

o The AHSCS system is a highly dynamic real-time system, most of the tasks or functions do not have pre-specified
whose load can vary significantly over time with no upper  deadlines. In such cases, the dynamic path paradigm is
bound. Therefore a system description that can accommo- an appropriate mechanism for describing the system speci-
date this dynamic variability is required and any static re-  fications.
source allocation scheme (based on an artificially imposeds Paths being an abstraction of larger granularity than tasks,
upper bound) will lead to poor resource utilization. the number of scheduling entities to be handled by the

o Most of the system specifications directly translate into  scheduling algorithm is smaller in the case of a path-based
timeliness constraints (deadlines) only for higher level exe- scheduler. This results in lower scheduling cost.
cution paths. Therefore a task-based description of the sys-
tem will require imposing artificial deadlines on individ-B.2 Motivation for Feedback Control Based Scheduling
ual tasks whereas the problem specification only impose
a timeliness constraint on the execution of a sequence
tasks.

« Finally, many of the situations in the AHSCS are such th

t is clear that the workload in AHSCS is highly dynamic

and unpredictable. Most of the scheduling paradigms that have
been proposed [10] — static priority-driven preemptive schedul-
fﬂg (e.g., RMS and EDF), static table-driven scheduling (e.g.,

0-7695-1573-8/02/$17.00 (C) 2002 IEEE



MARUTI), dynamic planning based scheduling (e.g., Spring « Transient Path (TP): This consists of an event source, an
and DeSiDeRaTA [11]), and dynamic best-effort scheduling — event stream, and an event consumer. A TP is activated by
are “open-loop” strategies that are effective when the workload an event, which causes the consumer to initiate an action.
can be accurately modeled. However, these paradigms are in- The response to the event must occur within a specified
adequate for many real world problems, including the AHSCS, amount of time, which is theequired latencyor activation
wherein the workload cannot be accurately modeled, and these deadlineof this path. Usually, timeliness is very critical for
paradigms do not provide graceful degradation under overloads. TP’s and this deadline is hard.
Thus, there is a need for efficient methodology for resources Continuous Path (CP): This consists of a data source, a
management where predictable performance guarantees can bedata stream, and a data consumer. The data stream is a set
obtained in the presence of uncertainty. of data elements with attributes. The data source cyclically
Feedback control theory [12] has been central to modeling produces updates about the attributes of the elements in the
systems operating in uncertain environments. In the past few data stream which are processed by the data consumer. The
decades, this theory has made impressive strides in this direc- set of elements in the data stream can change with time.
tion. Correct adaptation as illustrated by feedback control the- Such a CP can be characterized bydysle deadlinevhich
ory will yield significant dividends with respect to robustness. is the time by which all the elements in the data stream
In recent years, many researchers have adopted feedback con-must be processed oncé&actical throughputhumber of
trol theory for scheduling in real-time systems [13], [14], [15], elements processed per unit time) &ata Interprocessing
[16]. These work assume task level abstraction for scheduling Time (time interval between successive updates to a data
which does not necessarily capture the semantics of the applica- element) are measures that characterize the timeliness of
tion. the CP.
o « Quasi-Continuous Path (QCP):This is activated and de-
B.3 Motivation for the New Feedback Control Path Based activated by events. However, between the activation and
Paradigm deactivation events, a QCP behaves like a CP, cyclically
In this paper, we develop a novel resource management Pprocessing the items in a data stream. Each QCP Has a
methodology and solution for the AHSCS that combines feed- activation deadlinevhich is the time by which it must be
back control based scheduling and path-based based schedul-deactivated. This deadline can usually be determined upon
ing (we call it, Feedback-based Adaptive Resource Management activation.
(FARM)) in order to provide robust performance in the presence ) .
of uncertainty in workload and also to provide graceful degr®: Dynamic Paths in AHSCS
dation during overloads. The proposed FARM methodology is aThe task level diagram of the AHSCS given in Figure 4 iden-
powerful paradigm that combines the benefits of the componéifies the dynamic paths in the system. The dynamic path char-
strategies: scheduling based on application semantics (throagteristics such as its type, data source, streams and consumers
path-based scheduling) and providing robustness (through fear given in Table II.
back strategy). We would like to point out here, to the best of
our knowledge, ours is the first work that combines path-based Our FARM Methodology
paradigm and feedback control strategies for resource managen thjs section, we present our FARM methodology for re-
ment. source management in complex real-time systems, such as
A resource management middleware, called SWARM [11AHSCS. The FARM methodology combines feedback con-
was proposed for complex applications such as sensor wgh) hased scheduling, path based paradigm, and value based
which is is based on path-based paradigm. Our FARM methagtheduling [17], [18], [19]. Figure 5 shows the schematic of the
ology is more powerful than SWARM in providing robustnesgroposed methodology wherein the control variables, namely,
and graceful degradation, in addition to being flexible for exhe manipulated variable, controlled variable, set point, and the
pressing timing constraints. actuation mechanisms are identified. Table Il summarizes the
parameters used for each of these control variables.
The workload to the resource manager is the execution of var-
ious types of paths of which the continuous paths form the static
In this section, we first provide an overview on dynamic path@orkload, and the transient or quasi-continuous paths form the
then identify the schedulable entities (i.e., the paths) and th@ynamic (variable) workload. For instance, the dynamic work-
characteristics, and finally propose a novel resource managed is generated when a new hotspot is identified and it needs
ment methodology with solution for the AHSCS. to be processed, or when a query is generated from an end-user
which needs to be responded. It is assumed that the static work-
load is scheduled onto the computing resources offline, and the
As defined in [8], [9], a dynamic path consists of alynamic workload is scheduled online.
data/event source, a data/event stream and a data/event comhe typical functioning of the FARM resource manager, to
sumer. The data/event source produces data/events, which caaselle dynamic workload, is as follows:
the data/event consumer to perform processing. Based on the The dynamic workload arrives at tsabmitted path queue
nature of the source and consumer, dynamic paths can be clas- The path admission controlleadmits some paths intac-
sified into the following categories: cepted hotspot quepand rejects others and puts them into

V. PROPOSEDFEEDBACK-BASED ADAPTIVE RESOURCE
MANAGEMENT

A. Background on Dynamic Paths
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Fig. 4. Data and Control Flow Diagram of AHSC System (Path level)

Path No.

Path Name

Path Type

Path Characteristics

1

Track Analysis

Continuous

Data Source - Sensor
Data Streams - Table Entries
Data Consumer - HSI task

Hot-Spot Identification

Quasi-Continuous|

Data Source - Track Table
Data Streams - Table Entries
Data Consumer - HSA task

Hot-Spot Monitor

Quasi-Continuous|

Data Source - Hot-Spot Table
Data Streams - Table Entries
Data Consumer - Earth Center/End User

Query Processor

Transient

Triggering event - Queries from Earth
Control Center/End User

Ending event - Results returned to Earth
Control Center/End User

Sensor Reconfiguration

Transient

Triggering event - Reconfiguration informatio|
from HSA or HIM task
Ending Event - Reconfiguration of resources

=}

Load and Topology Updation

Continuous

Data Source - LTM task
Data Streams - Load and Topology Table
Data Consumer - HS-Sel task

Overload Handler Path

Earth Center Interface Path

Transient

Transient

Triggering Event - Overload detection
Ending Event - Hot-Spot Monitor Migration
Triggering Event - Earth center control

Ending Event - Trigger HSI and/or RR

TABLE Il

PATHS CHARACTERISTICS INAHSCS
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Path Rejection Rato

Variable name AHSCS parameter

Controlled variable | Number of hotspots rejected

Number of end-user queries rejected
Averagevalueof hotspots

Set point Maximum number of hotspots rejectable
Maximum number of end-user queries rejectab
Minimum acceptable value of hotspots
Manipulated variable| Resource (CPU) utilization

Actuation mechanism Path admission controller

Path quality controller

e

TABLE IlI
FEEDBACK CONTROL VARIABLES INAHSCS

algorithms such as the one proposed in [8] can be used for
| 3 this purpose.
« The paths are executed by the computing system.

! Computing

pathValue | System « The controlled variables are observed and periodically

Sy Path-Based fed back to thePID controller [12]. The number of
Lo Scheduler \ hotspots/queries rejected is fed back by the path admission
b controller, and the controller obtains the average hotspot

value by periodically reading the hot-spot table. It must
be noted that the hot-spot table is updated by hot-spot ana-
lyzer.

« The PID controller compares the monitored value of con-
trolled variables against their corresponding set points and
computes the “error”. The error is used to determine the
amount of change that needs to be brought in the value of
manipulated variable. For example, the change may be in-
creasing/decreasing the current CPU utilization by some

Subritied Paths amount, sayACPU. This ACPU is being split into

Migratlepaths ACPU1 and ACPU2, and these splits in CPU utiliza-

(Hotspoty) tion are effectuated by the path quality controller and path
admission controller, respectively.

ACPU ACPUL

PID Controller

Admitted Paths

Path Quality
Controller

Path Admission
Controller

! ! ACPU2
|
‘

i
(Set point 2)

Path Rejection Ratio (t)

D. Satellite Coordination and Load Balancing

Fig. 5. Schematic of FARM methodology The coverage areas under the control of adjacent satellites in

the same level or across levels may have regions of overlap. In
such cases, tracks/hotspots that occur in this region will be de-
migratable hotspot queuewhich will potentially be mi- tected by both satellites. Coordination involves ensuring that the
grated to other suitable satellites. The admission decisitwo satellites arrive at a consistent decision about which one of
is an actuation mechanism which is dictated by the actitinem is to take further control of the common tracks/hotspots.
of the PID controller. We will first define theload indexat any given satellite as the
« The path quality controlleradjusts the quality of the pathnumber of active tracks/hotspots being handled by that satellite.
processing, i.e., increases/decreases the computation tiffles following actions take place during coordination:
of the paths relating to hotspot processing. For exam-« A satellite at a given level transmits its load index and prox-
ple, the computation time of the hotspot monitor path can imity to the track/hotspot to three other types of satellites:
be adjusted without violating the minimum computational — Satellites that are in the same level.
quality. However, it is to be noted that the paths relat- — Satellites that are in the lower levels which fall under the
ing to query processing and overload handling may not be spot beam of the given satellite.
amenable for quality adaptation. The quality adaptation de- — Satellites that are in the higher levels whose spot beam
cision is also an actuation mechanism which is dictated by covers the given satellite.
the action of the PID controller. « The selection of a satellite to monitor a common
« Thedynamic path based schedulrhedules the accepted track/hotspot is done based on the following criteria:
paths onto the computing resources. Path-based scheduling- Quality based coordination:If the hotspot needs fine-
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Policy Approach suggested Fault-tolerant Technique Path Names
Information policy | Periodic policy N-Version Programming Load and Topology Updation
Transfer policy Threshold policy Recovery Block Sensor Reconfiguration

(Path admission controller) Overload Handler
Selection policy | Value-based policy Query Processor

(migrate least valued hotspots) Earth Center Interface
Location policy Sender initiated Imprecise Computation| Track Analysis

Hot-spot Identifier
TABLE IV Hot-spot Monitor

GLOBAL SCHEDULING POLICIES FORAHSCS
TABLE V
FAULT-TOLERANCE TECHNIQUES FOR PATHS IMHSCS

grain (i.e., accurate) analysis, the satellite that is at the

lowest level is chosen among the eligible satellites. |If

the selected satellite is overloaded, then the next loweged to be designed dependable:

level satellite is tried. « Infrastructure protection: Hardware redundancy tech-

— Load based coordinationlf a satellite (sender) is over- nigues (such as TMR) need to be used to tolerate hardware
loaded, it initiates a load (hotspot processing) migration faults, firewall technology has to be used to protect against
to a lower/higher/same level satellite (receiver) that is communication-induced threats.
lightly loaded. The selection should also consider the « Secure and fault-tolerant communicatiorinter-satellite
quality of the hotspot processing at the remote satellite, communication needs to be encrypted and authenticated to
if it were to be migrated. protect against malicious activities that include insertion,

In both the above cases, if there are no potential receiver maodification, and fabrication of messages. The same thing
satellite, the sender could initiate a “reconfiguration re- is true with the communication between sensor web and
quest” to an underloaded satellite requesting it to reconfig- earth control center/end-user, and between end user and
ure its instrumentation to cover the required hotspots, and earth control center. Redundant communication channels
then the migration is achieved. need to be employed between all the critical communicat-
Itis evident from the above discussion that efficient coordina- ing entities to tolerate channel failures.
tion and load balancing, involves several decision making whiche Fault-tolerant path execution:Critical paths need to be
are collectively known as global scheduling in the distributed identified and are to be scheduled with multiple versions
real-time scheduling literature [20]. A typical global scheduling  to provide fault-tolerance. Depending upon the nature of
has four inter-related policies: Information, Transfer, Selection the path, the appropriate fault-tolerant technique needs to
and Location policies. be employed. Fault-tolerant techniques include N-Version
Table IV summarizes our proposed approach for each of the Programming (NVP), Recovery Block (RB), and Imprecise
global scheduling policies to achieve efficient coordination and Computation (IC). Paths that are amenable for acceptance
load balancing. The details of each of these policies can be testcan use RB technique; paths that involve iterative com-
found in [20]. putation, such as tracking, can use IC technique to allow
graceful degradation in result quality in the presence of
VI. SURVIVABILITY overload; and other critical paths can use NVP technique.

Survivability of computing and communication infrastruc- ~ Table V summarizes suggested fault-tolerance techniques
tures is very critical to the dependable operation of the AHSCS. for each path in the AHSCS.
The potential threats could be from (1) faults in hardware or . .
software, (2) malicious attacks from individual hackers, crimiA-“ Value-based Performability Index and Scheduling
nals and terrorists or warring nations, (3) human error, and (4)As NVP and PB require multiple versions to achieve reliable
technology and service design deficiencies, scaling deficienodecution of paths, the schedulability of the system may be de-
associated with the congestion of systems and services, protagalded. Thus, there exists a tradeoff between schedulability and
inefficiencies, and the like. The dependable information infraeliability. This tradeoff is often captured by definingpar-
tructure must deliver secure, reliable and predictable servidesmability measure [20], [21] that captures both schedulability
in the face such threats. Since there cannot be a single temhd reliability in a single value function which represents the
nigue that can protect the system against all the possible threatgrall utility of the system. The performability measure is usu-
a combination of techniques needs to be employed. A combirdly defined for individual tasks and it needs to be extended to
tion protection and restoration strategies need to be employeg#ths.
tolerate both known and unknown threats. The protection strat\We propose a path-based performability measures wherein a
egy requires redundancy in spatial, temporal, and quality dimemiue function is defined for each path to capture the value of the
sions; and the restoration strategy requires efficient mechanigrash to the system. Since AHSCS has many transient and Quasi-
for fault detection and location, and system reconfiguration [2@ontinuous paths, dynamic value-based fault-tolerant schedul-
To achieve dependable AHSCS, the following subsystenmg (such as the one proposed in [19]) needs to be developed.
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The value of a path is characterized logward, if the path exe- [3] Problem Statement for the 10th Workshop on Parallel and Dis-

fullygenaltv.if an admitt h fail mol tributed Real-Time Systems — Autonomous Hot-Spot Convergence, 2002.
cutes successtullypenalty,f a admitted path fails to complete (http://comp.uark.edu/ aapon/wpdrts2002/problem2002.pdf)

_before its deadlin(_a (Que to overload or faults) or if a path is r?l] “Exploring Our Home Planet Earth Science Enterprise Strategic Plan,”
jected by the admission controller. The path-based fault-tolerant NASA, (http://iwww.earth.nasa.gov/visions/stratplan).

scheduler determines the best redundancy level (i.e. the nunibler J-L. Paul, “Smart Sensor Web: Web-based exploitation of sensor fusion for
f . f h h h that th I " ’ bility i visualization of the tactical battlefieldlEEE Aerospace and Electronics
o] vgrs!ons) or each path such that the overall performability is  gysiems Magazineo!.16, no.5, pp.29-36, May 2001.
maximized. [6] J.L. Paul, “Smart Sensor Web: Web-based exploitation of sensor fusion
for visualization of the tactical battlefield,” In Promtl. Conference on
: Information Fusion2000.
B. Security [7] K.A. Delin, and S.P Jackson, “Sensor Web for in situ exploration of
Security in AHSCS becomes an important issue as the satel- gasfg;jgog'(%‘oatures'" In Prof=EE Aerospace Conferenceol.7,
. . pp. - ) .
lites can be accessed by users over the Internet. This gloggl L R. welch, “Large-grain, dynamic control system architecturesPrio.

web technology makes the sensor web vulnerable to ever chang- Workshop on Parallel and Distributed Real-Time Systet8y7.

; ; ; L.R. Welch, B. Ravindran, B.A. Shirazi, and C. Bruggeman, “Specifica-
ing array of attacks for which current defense mechanisms e tion and modeling of dynamic, distributed real-time systerRgal-Time

inadequate. Hence, we suggest using a security scheme simi- systems Symposiupp.72-81, 1998.
lar to the one proposed in [22], which is an integrated secU#€] K. Ramamritham and J. A. Stankovic, “Scheduling algorithms and oper-

framework that combines an intrusion detection system and re- gg”g;g?ﬁg‘r? Support for reaktime systenfbe. IEEE,vol.82, no.1,

source management framework. The suggested security frapdg- R. petter, L.R. Welch, B. Pfarr, B. Tjaden, and E.-N. Huh, “Adaptive man-
work will have the following two components: agement of computing and network resources for spacecraft systems,” In

. . . Proc.Annual Military and Aerospace Applications of Programmable De-
o Network Intrusion Detection Systenithis can perform vices and Technologies Conference (MAPLZIO.

both intrusion and anomaly detection. The system reconds] s.P. Boyd and C.H. Barrattinear Controller Design: Limits of Perfor-
its current network access information and user access pat]— TZ“CS?PFEHIECE'C*T, Eg?_liev;ow C'gfsé‘ NTeW JeTfseyv 199f1- reedback
oo . - .A. Stankovic, C. Lu, S.H. Son, and G. Tao, “The case for feedback con-
terns, cc.)m.pares it W'th history acc;ess profile and analyz[ég trol real-time scheduling,” inProc. EuroMicro Conf. on Real-Time Sys-
the profile information to detect misuse or anomaly. tems,1999.

« Resource Managerif an intrusion or anomaly is detected(14] fC I(_thj)‘ Jl-(A- SttanlkE\I/Di% G.thol,. andIS-HihSOP%De;ignlaTn_d evglu?tion of
by the system, then the resource manager (Path quality con- ;;mpafggcé’” rol =UF scheduling algorithm,Hifloc. Real-Time Systems
troller in our system) does the appropriate resource reall@s] L.R. Welch, D.A. Lawrence, and D.R. Alexander, “Feedback control re-
cation such as dropping a suspicious path (e.g., user query source management using a Posteriori workload characterizations,” In

. . Proc.IEEE Conference on Decision and Contr2000.
path), OI’. p_OSSIbl)./ reducmg the amount of resources a”ﬁ%] R. Omari, G. Manimaran, M.V. Salapaka, and A.K. Somani, “New algo-
cated to it if suspicion decreases. rithms for open-loop and closed-loop scheduling of real-time tasks based
Thus. a security framework with the above two components on execution time estimation,” Submitted IEEE Trans. Computers,
' . . . 1.
can enable the detection of intrusion or attacks on the SEeNEeY A. Burns, D. Prasad, A. Bondavalli, F. Di Giandomenico, K. Ramam-

web and can plan appropriate resource management actions toritham, J. Stankovic, and L. Stringini, “The meaning and role of value

build a secure real-time applications over the sensor web in scheduling flexible real-time systemdgurnal of Systems Architecture,
’ 2000.
[18] L.R. Welch and S. Brandt, “The value of benefit in real-time computing,”
VII. CONCLUSIONS In Proc. Intl. Workshop on Parallel and Distributed Real-Time Systems,

. . 2001.
In this paper, we presented a novel and comprehensive (i@} s. Swaminathan and G. Manimaran, “A reliability-aware value-based

source management solution for the autonomous hot-spot con- scheduler for dynamic multiprocessor real-time systems,” accepted for

vergence system (AHSCS) that uses sensor web. The solution {)euntilslczaég)zn atintl. Workshop on Parallel and Distributed Real-Time Sys-

is arrived by realizing the following subgoals: (1) defining thgo] c. Siva Ram Murthy and G. ManimaraResource Management in Real-
system model and workload characteristics, (2) system anal- time Systems and NetworR4IT Press, 2001.

; : ] F. Wang, K. Ramamritham, and J.A. Stankovic, “Determining redun-
ysis and design of the AHSCS, (3) resource management Gé dancy levels for fault-tolerant real-time systenmg&EE Trans. Computers,

ing new methodology, called feedback-based adaptive resource vol.44, no.2, pp.292-301, Feb. 1995.
management (FARM), that combines the advantages of feé#] B. Tjaden, L.R. Welch, S. Ostermann, D. Chelberg, R. Balupari, M.

; ; ; Bykova, A. Mitchell, and L. Tong, "'SECURE-RM: Security and Resource
back control scheduling (to handle uncertainty in workload), M‘;nagemem for Dynamic Rea?l_Time Systems” In pmg’al_time Sys-

path-based scheduling paradigm (to flexibly express applica- tem Security Minisymposium, Southern Conference on Computing (SCC)
tion’s timing constraints), and value based scheduling (to allow 2000.

graceful degradation), and (4) survivability and security strate-

gies. The authors believe that the proposed solution provides APPENDIX: FUNCTIONAL MODULES AND TABLES

new avenues for further research and new insights into the der, tional Modules

sign and development of AHSCS. _
1. Sensor Reading Module: The sensor data collected by the sensors are

read by this module and is stored in ttrack table This module thus

REFERENCES consists of only one task, SRM, which reads the data from the sensor and

[1] A. Manikutty, M. Shashidhar, G. Manimaran, and C. Siva Ram Murthy,  Stores itin the track table.

“DREAD: Distributed REal-time Air Defense System,” In Protl. 2. Human Interface Module: This module is responsible for collecting in-

Workshop on Parallel and Distributed Real-time Systepys108-118, formation from Earth Control Center, deciphering the control signals sent

Apr. 1997. by the Earth Control Center and communicating with the control center.
[2] R. Sriram, G. Manimaran, and C. Siva Ram Murthy, “Air Traffic Control Further, this module triggers the Global Communicator | module, which

System,” In Procintl. Workshop on Parallel and Distributed Real-time triggers the other satellites when a scientist in the Earth Control Center

Systems]998. becomes aware of an hot-spot without knowing its exact location.
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3. Hot-Spot Identifier: This module consists of a task HSI, which is re-
sponsible for analyzing the sensor data read by the sensor reading module
(by reading from the track table) and identify if there are any hot-spots (by
correlating the current observed sensor data with previously observed sen-
sor data). If a new hot-spot is detected based on the analysis of the track
information (obtained from its own sensors and also from other satellites
through Global Communication 1) , then it creates a new hot-spot infor-
mation entry in theénot-spot table

4. Hot-Spot Analyzer: This module consists of HSA task for analyzing
a particular hot-spot and finding a suitable node for monitoring the hot-
spot. If the current node is capable of monitoring the hot-spot, then HSA
triggers HSM task, which is created for each hot-spot monitored in the
system, and is responsible for monitoring the information stored in the
hot-spot table for its hot-spot, observing the quality of the information
perceived by the satellite and communicates it to Earth Control Center or
the end-user. HSM can trigger Overload Handler or Resource Reconfigu-
rator module in case of overload or when the need for resource/instrument
reconfiguration arises.

5. Overload Handler: This module consists of tasks that are responsible
for monitoring and maintaining the computational load of a system and
the quality of the data perceived by the monitors analyzing the hot-spots.
So, if the system is either overloaded or if the quality of an observed
hot-spot information is not of acceptable quality, then HS-OD(Hot-Spot
Overload Detector) task,identifies this scenario by reading the hot-spot
table and triggers HS-Sel task which selects the hot-spot to be migrated
and suitable computing node that can monitor the hot-spot to be migrated
with acceptable quality, by consulting th@ad and Migration Tabldo
ensure if it has enough capabilities to monitor the hotspot and writes to
Migration Table Migration Table

6. Resource Reconfigurator:This module consists of RR task, which is re-
sponsible for reconfiguring the instruments to change the spot beam (cov-
erage area), based on the control signals received by the HIM or HSM.
This module enables dynamic reconfiguration of sensor instruments based
on the requirement of the system.

7. Query Processor: This module is responsible for interaction with Earth
Control Center or the end-user. This involves communication with end-
user, process the queries and to reply the results (by reading the informa-
tion from the hot-spot table).

8. Global Communicator I: This module consists of DCA task responsible
for communicating and collecting the sensor information from other satel-
lites regarding hot-spots and tracks (possible hot-spots). The observed
information is written to hot-spot table and track table. The information
written by these tasks in the hot-spot table is used by HSM to refine the
hot-spot information stored in the hot-spot table.

9. Global Communicator II: This module consists of GC-Il task, which
is responsible for updating tHead and Topology Tabjevith load and
spot beam information of various satellites in the sensor web. Further, this
module also consists of a migrator task, which reads the hot-spots to mi-
grated to other satellites froMigration tableand transfers the particular
hot-spot information to the selected satellite.

Shared Database Tables

The following are the list of shared tables used by the system for storing and

exchanging data between modules:

1. Track Table: This table is used for writing the track (possible hot-spot)
information read by the sensor reading module and has the following
fields: Trigger time, Track ID, Source, Track Results, Track Longitude,
Track Latitude, Track type, end-user location, track information, satellite
id.

2. Hot-Spot Table: This table is used for storing the hot-spot information
written by the hot-spot identifier and analyzer modules. The fields in
this table can be: Hot-Spot ID, Hot-Spot type, its longitude, its latitude,
source, consumer location, hot-spot information, value (quality of the per-
ceived hot-spot information).

3. Load and Topology Table: This table is used for storing the load and
coverage information of various satellites in the sensor web. The fields
in this table are: Satellite ID, Latitude range, Longitude range, computa-
tional load index.

4. Migration Table: This table is used for storing the details of the hot-spot
to migrated to some other satellite either for balancing the workload or for
obtained better quality perception. The fields in this table are: Hot-Spot
ID, Destination Satellite ID, Hot-Spot Information.
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