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Abstract

Several IP Traceback schemes employing packet mark-
ing have been proposed to trace DoS/DDoS attacks that use
source address spoofing. The major challenges in the de-
sign of an efficient traceback technique are to minimize the
number of packets required for successful traceback, and
also to reduce the number of bits marked per packet by any
router along the attack path. We propose a graph-coloring
approach here that specifically addresses these issues. We
propose to view the deployment of the traceback-enabled
routers as an Internet Traceback Overlay Network, which
not only provides easy scalability and incremental deploy-
ment, but also allows for the spatial reuse of the router la-
bels used for packet marking, directly resulting in a reduced
bit-space, and hence in fewer packets required for success-
ful traceback. We additionally propose an enhanced (log-
ical) partitioned coloring technique to achieve an order of
magnitude improvement over the best known schemes today.
We also propose a 2-tier architecture that provides greater
incentives for deployment to different ISP networks world-
wide. We analyze the proposed techniques using real Inter-
net AS-level topologies obtained from various sources.

1. Introduction

Denial-of-Service (DoS) attacks pose an increasing
threat to today’s Internet. DDoS attacks on several sites in-
cluding Yahoo and eBay, and against root DNS servers had
virtually paralyzed the Internet then. Recent attacks mo-
tivated by political and economic reasons on SCO, RIAA,
2Checkout etc. have established a disturbing trend, where
the victims face considerable downtime and huge financial
losses. Unless this issue is properly addressed, these attacks
may not stop or even scale down. The stateless nature and
destination-oriented routing of the Internet makes tracking
of attackers, employing simple source address spoofing, a
difficult problem referred to as IP Traceback [1] [2] [3]. Fi-
nally, a traceback scheme should not only trace attackers,
but also aid in effective mitigation of the ongoing attack [4].

To be realistically applicable in an Internet environment,
a traceback mechanism must be incrementally deployable,
scalable, require minimal changes to existing hardware,
maintain high accuracy both in terms of failing to iden-
tify true attack sources and also incorrectly implicating non-
attacking hosts, require very few packets to complete trace-
back, and resist tampering due to spoofed information in-
jected by the attackers or compromised routers, amongst
other requirements. The traceback schemes in literature
can be classified as: Packet Marking techniques where the
packets are marked with partial path information determin-
istically/probabilistically by the intermediate routers, and
Packet Logging techniques where the routers store packet
digests in the form of Bloom filters.

Our Contribution: In this paper, we propose a graph-
coloring approach to the traceback problem employing
packet marking, wherein we associate a color to every
traceback-enabled router subject to certain criteria. The
traceback operation then identifies the attack path as a se-
quence of colors (of the routers) from the source to the desti-
nation. The use of colors allows for intentional spatial reuse
of the conventional bit-space, thus requiring fewer bits to
be marked on a packet by a certain router, and also requir-
ing fewer packets to achieve successful traceback. We also
propose an enhanced (logical) partitioning coloring tech-
nique, to achieve an order of magnitude reduction in the
bit-space representing the router labels. We also propose
a 2-tier traceback architecture to provide greater incentives
for deployment to the different ISP networks worldwide.

The rest of the paper is organized as follows. Section 2
reviews the different traceback schemes known. Section 3
presents the basic graph coloring problem, while Section 4
provides the details of the proposed coloring-based trace-
back technique. Section 5 presents the theoretical analysis
and experimental results, while Section 6 concludes.

2. Related Work

The earliest work in literature can be traced to the con-
cept of network traceback [5] by Burch and Cheswick.
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Bellovin et.al. proposed ICMP-based out-of-band messag-
ing in iTrace [2]. Snoeren et.al. proposed SPIE [3] em-
ploying packet logging, which was subsequently improved
by Li et.al. in [6]. Belenky and Ansari proposed a de-
terministic packet marking scheme in [7], while Savage
et.al. proposed a probabilistic packet marking (PPM) tech-
nique in [1]. Subsequently, various improvements to PPM
schemes have been proposed in [8] [9] [10]. IP address
fragmentation for efficient packet marking has been stud-
ied in [11]. The vulnerability of PPM schemes to attacker
induced noise (GOSSIB & rumors) has been studied in [12].

Recently, various encoding techniques have been used to
progressively improve the performance of PPM schemes, as
in Tabu marking [13], Local Topology marking [14], Space-
Time encoding [15], and use of Huffman Codes [16], Alge-
braic Geometric Codes [17] etc. Additionally various ar-
chitectures for traceback have been explored, such as inter-
domain traceback [18] and hybrid traceback [19], [20].

3. Graph Coloring Problem

The graph coloring problem1 forms the crux of our pro-
posed traceback technique. In this section, we define the
relevant graph coloring problems, and also provide the the-
oretical bounds and different algorithms for these problems.

Proper Vertex Coloring: It is a graph coloring of G, where
the colors are assigned to the vertices, such that no two
vertices are assigned the same color.

Distance-k Coloring: It is a proper vertex coloring of G
such that no two vertices have the same color if the shortest
path between them is less than or equal to k-hops.

Star Coloring: It is a proper vertex coloring of G such that
no path of length three in G is bi-colored. It is also called
the Distance-2 coloring problem.
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Figure 1. Lower & Upper Coloring Bounds

In the star coloring problem, not only do adjacent ver-
tices in the graph have different colors, but also vertices that
are adjacent to a (common) third vertex. Stated differently,
for every vertex in the graph, a unique color is assigned to
itself and to all its 1-hop neighbors. We use this alternate
definition in proposing a solution to the traceback problem.

1For clarity, the figures represent the different colors as unique numbers
respectively (say Red, Green, Yellow etc. as 1, 2, 3 etc. respectively).

Theoretical Lower Bound: Consider a graph G having a
maximum node degree Δ (each vertex Vi has a node degree
Δi), and requiring χ(G) colors for a star coloring. For any
vertex Vi in G, as a unique color is assigned to itself and
all its 1-hop neighbors, a minimum of Δi + 1 colors are
required. Thus a minimum of Δ + 1 colors are required for
a star coloring of the graph G, as in Fig. 1(a).

Theoretical Upper Bound: For any vertex Vi in G, a path
of length three consists of one of its 1-hop neighbors and
one of its corresponding 2-hop neighbors. Thus, in the
worst case, to color the neighborhood of a vertex, we would
need colors one more than the number of its 1-hop and 2-
hop neighbors. As the 2-hop neighbors are bounded by
(
∑

∀j∈Δi
Δj − Δi), the number of colors is bounded by

(
∑

∀j∈Δi
Δj + 1). Thus star coloring of G would require

(Δ2+1) colors in the worst-case, as shown in Fig. 1(b). The
readers are referred to [21], [22], [23] for a formal deriva-
tion and proof of these bounds. Thus, the number of colors
required for star coloring is as shown in Eqn. 1, Eqn. 2.

(Δ + 1) ≤ χ(G) ≤ (Δ2 + 1) (1)

Ω(Δ) ≤ χ(G) ≤ O(Δ2) (2)

The star coloring problem has been shown to be NP-
complete, for general graphs and also when restricted to
planar graphs [21], [23]. We present a greedy algorithm
in Algorithm 1. A formal analysis of this algorithm is pre-
sented in [21]. Various other approximation and parallel
distributed algorithms have been analyzed in [24], [25].

Algorithm 1 Star Coloring Greedy Algorithm

input: A graph G = (V, E)
output: A coloring c : V → 1, 2, 3, ...

for i = |V |; i > 0; i– – do
v ⇐ vertex with least degree in subgraph of unlabeled vertices
assign label i to v
set c(v) ⇐ 0

end for
for j = largest-label; j > 0; j– – do

μ ⇐ φ
for all v such that (u, v) ∈ E do

μ ⇐ μ ∪ c(v)
for all w such that (w, v) ∈ E do

μ ⇐ μ ∪ c(w)
end for

end for
c(u) ⇐ least color /∈ μ

end for

4. Proposed Traceback Mechanism

We motivate the need for a traceback overlay network
and star coloring here, while also describing the 2-tier trace-
back architecture and (logical) partitioned coloring tech-
nique. We finally build a single comprehensive traceback
protocol that exploits each of these individual features.

Proceedings of the 12th International Conference on Parallel and Distributed Systems (ICPADS'06) 
0-7695-2612-8/06 $20.00 © 2006 IEEE 



D

A B

C

F

D

A
C

B

FG
H

E

E

I

Figure 2. Traceback Overlay
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Figure 3. Why Star Coloring?
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Figure 4. 2-tier Architecture

4.1. Traceback Overlay Network

Consider the network as in Fig. 2. The physical topol-
ogy consists of 9 nodes labeled (A,B, ..., I), while the log-
ical topology (overlay network) consists of 6 of these nodes
labeled (A,B, ..., F ), satisfying certain special properties.
An unique overlay network can be constructed by restrict-
ing only non-overlapping shortest paths between the overlay
nodes in the physical topology, to be included as links in the
overlay topology. Hence in Fig. 2, link AE does not exist,
while link DE exists in the overlay topology.

The nodes in a traceback overlay network may thus
correspond to traceback-enabled routers (ASes) forming a
router-level (AS-level) Internet overlay topology. Thus par-
tial and incremental deployment of traceback schemes can
be supported on this overlay infrastructure, implicitly al-
lowing co-existence of both traceback-enabled and non-
traceback-enabled routers. The overlay can be managed
in a distributed manner by appropriate protocol messaging,
thus lending well for a scalable and incrementally deploy-
able Internet-wide design of a traceback mechanism.

4.2. Star Coloring

In the original PPM scheme, a router is identified by
multiple hash fragments of its IP address. The number of
unique labels and hence the bit-space needed to represent
them is thus bounded by O(n), where n is number of over-
lay nodes. If we now associate a label or color with each
node in the traceback overlay such that any attack path can
be represented as a sequence of labels in the overlay, then
star coloring the overlay topology bounds the total number
of colors to [Ω(d), O(d2)], where d is the maximum over-
lay node degree, and d << n. Thus the spatial reuse of the
bit-space reduces both the number of bits marked per packet
and the number of unique labels, and hence we require far
fewer packets for successful traceback.

We now show that star coloring (and not any naive vertex
coloring) is necessary to guarantee correctness. Due to spa-
tial reuse of colors and the greedy star coloring algorithm,
there exist multiple paths having the same sequence of col-

ors in the overlay topology. In Fig. 3, the victim can identify
nodes 1 and 2, but given a label 3, it cannot identify which
of the two nodes actually sent that label. As it is always pos-
sible for another path to satisfy the same sequence of colors,
we might induce false positives by implicating a legitimate
user as an attacker. Star coloring ensures that no two neigh-
bors of a given node have the same color, and hence using
the pseudo-uniqueness introduced, the false positives and
false negatives can be eliminated.

4.3. 2-tier Traceback Architecture

The convergence time of any traceback technique is de-
termined by the number of routers that mark the packet
along the attack path, and also the number of fragments per
marking router. Using star coloring, we reduced the num-
ber of hash fragments (labels) from the customary k to 1.
Additionally, we propose a 2-tier traceback architecture to
reduce the number of marking routers, within permissible
limits of traceback inaccuracies.

The maximum diameter of a router-level (AS-level) In-
ternet overlay graph is approximately 30 (8-10), as reported
in [14], [26] etc. ( [27], [28], [29] etc.). Thus, an AS-level
traceback overlay would have far fewer packet marking en-
tities for traceback. However, inaccuracies are now intro-
duced in the traceback process due to lack of knowledge
of the intra-AS path, and the reality that ASes can peer at
multiple points in the Internet. Hence, we propose a 2-tier
traceback architecture as in Fig. 4, where the first tier iden-
tifies the AS-level path, while the second tier identifies a
corresponding intra-AS path by pinning down the ingress
and egress points for the AS. Every AS edge (border) router
is assigned a tier 1 AS color satisfying star coloring prop-
erties, and also an unique tier 2 color. In Fig. 4, the attack
path is represented in tier 1 as A-B-D, and in tier 2 as 1-2-
1-2-1-2. For any packet, the AS border routers mark either
of the two tier colors probabilistically.

The AS-level overlay essentially requires only the edge
(border) routers to be traceback-capable, while the other
routers can still remain legacy routers, thus reducing the
deployment cost for ISP networks today. Additionally, us-
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ing the AS-level traceback overlay does not reveal the inter-
nal topology of any ISP network, which is best kept secret
by network providers for security and competitive reasons.
Thus, the proposed 2-tier architecture provides greater in-
centives for practical deployment than most other traceback
techniques in literature. It is important to note here that
the use of the current 16-bit Autonomous System Numbers
(ASNs) for router labels as opposed to star coloring is not
advisable, as it limits scalability in the wake of the proposed
use of 32-bit ASNs [30] in the future.

4.4. (Logical) Partitioned Coloring

Although star coloring provides a significant improve-
ment over the naive hash fragments, the size of the palette
(set of all colors) is highly skewed by the high degree nodes
in the network. We propose an efficient graph coloring tech-
nique called (logical) partitioned coloring that eliminates
the effect of these high degree nodes.
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Figure 5. Normal and Logical Coloring

Consider an overlay node having 8 neighbors as in Fig. 5,
requiring a minimum of 9 distinct colors. However, replac-
ing this node with a logical set of 4 mesh-connected nodes,
reduces the palette size to 6 colors. As the logical coloring
increases every 3-hop path to a 4-hop path in the vicinity of
that node, greater spatial reuse of colors is possible, which
in turn reduces the total number of colors as the original
neighbors of the node can now be identically colored.

Ω(t) ≤ χ(G) ≤ O(t2) (3)

Ω(p + � t

p
�) ≤ χ(G) ≤ O(t2) (4)

We now generalize this concept of (logical) partitioned
coloring. Let a node with (threshold) degree t be logically
partitioned into p mesh-connected nodes. Uniform distri-
bution of its neighbors among the different logical nodes
reduces the effective node degree to � t

p�. The number of
colors required for simple star coloring and (p, t) (logical)
partitioned coloring are given in Eqn. 3 and Eqn. 4 respec-
tively. We thus see a greater reduction in the palette size
even for highly skewed topologies such as the Internet.

star coloring

logical coloring
=

(k) color path

(k + m) color path
(5)

Although (logical) partitioned coloring reduces the num-
ber of bits marked by each router along the attack path,
the number of packets required for traceback is increased
slightly, as at least two logical nodes replace each physical
node. Let there be k routers on the attack path, m of which
are logically partitioned. The sequence of colors now repre-
senting the attack path is as shown in Eqn. 5. For a router-
level overlay topology, the router interfaces can be logically
grouped into distinct colors, and the router can probabilisti-
cally mark either the ingress or egress logical color. For an
AS-level overlay topology, the border routers can be logi-
cally grouped into distinct tier 1 colors, and the edge routers
can then probabilistically mark their associated logical tier
1 color or the unique tier 2 color on the packet.

4.5. Protocol Specifics

We overload the 16-bit IP Identification field in the IP
headers for packet marking as shown in Fig. 6. The use of
this field has been extensively discussed in literature, and
we refer the reader to previous work [1] for detailed discus-
sions. We set aside a 1-bit field to denote either tier 1 or tier
2. A k-bit color field is used for marking the node color for
that tier. The size of this field is left variable, but it is ad-
visable to use a sufficiently large number of bits to account
for scalability. Additionally, a 1-bit field is used for a dis-
tance metric. We assume the use of the novel TTL-based
distance measurement technique as discussed in FIT [26].
This bit basically represents the number of routing hops be-
tween the marking router and the victim as an offset from
the TTL field in the IP headers, the exact details of which
are not restated here. The remaining bits of the IP ID field
can be used for representing a random number generated by
the marking node on the overlay. As there might exist multi-
ple nodes having the same color at a particular distance from
the victim, this random number can be used to distinguish
between these different nodes. Additionally, this random
number and distance metric can be used to pair-wise asso-
ciate the different tier colors of a particular marking router
that arrive in different packets.

1 bit k bits

Tier Color Random ID

14 bits

(14−k) bits

TTL

1 bit

Figure 6. IP ID Field Format for Traceback

Once an ongoing attack has been detected, the victim
requires to start the attack path reconstruction process, us-
ing the information received from the traceback-capable
routers in the Internet. We assume the existence of an (up-
stream) overlay network map at the victim for successful
traceback. It leverages the fact that an endhost can group
together packets that traverse the same path during a TCP
connection. As explained in the FIT map reconstruction
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algorithm [26], when receiving packet markings from the
same distance and TCP connection, an endhost can assume
that the markings come from the same router in the Inter-
net. However, as opposed to the FIT algorithm, we do not
try to associate an IP address with every router identified,
but store the path information (sequence of colors) as an at-
tack tree, rooted at the endhost. This map can then be used
for attack path reconstruction during traceback, and a sim-
ple pushback mechanism can be used to throttle traffic at
upstream routers, to mitigate the effects of the attack.

5. Protocol Evaluation and Analysis

We provide a detailed theoretical analysis of the pro-
posed traceback scheme here and also evaluate its perfor-
mance on real Internet AS-level topologies. The perfor-
mance metrics studied include the number of packets re-
quired for successful traceback, and the number of bits to
be marked on a packet by any router along the attack path.

5.1. Theoretical Analysis

We consider 2 types of traceback possible with the pro-
posed 2-tier architecture, namely minimal traceback and
complete traceback. The minimal traceback corresponds to
identification of the AS-level attack path from the tier 1 la-
bels alone. The intra-AS path and the inter-AS path (in case
of multiple peering points) are not known here. The com-
plete traceback corresponds to identification of the entire
attack path from both the tier 1 and tier 2 labels. It can be
trivially inferred that the minimal traceback would almost
always finish faster than the complete traceback as fewer
packets are required for successful traceback. As the min-
imal traceback acts as a preview to the complete traceback
information obtained apriori, mitigation strategies and the
resulting negotiations with other collaborating Internet fil-
ters can thus be initiated as soon as the minimal traceback
completes. However, the actual deployment of the mitiga-
tion strategy can be deferred till the complete traceback is
successful, as it provides the precise information required
to appropriately start throttling of attack packets.

Let us assume that there are d routers along the attack
path from the attacker to the victim, where each router has
a marking probability of p. Let the probability of mark-
ing a tier 1 label be q, and consequently the probability of
marking a tier 2 label be (1 − q). Let us denote by Pi(M),
Pi(M1) and Pi(M2) the probability that the packet received
at the victim is marked, marked with a tier 1 label, and
marked with a tier 2 label respectively, by a router i hops
from the victim, as in Eqns. 6(a), 6(b) and 7 respectively.

Pi(M) = p(1 − p)i−1 Pi(M1) = pq(1 − p)i−1 (6)

Pi(M2) = p(1 − q)(1 − p)i−1 (7)

Let us now conservatively assume that (marked) packets
from all the routers appear with the same likelihood as the
furthest router. Since these probabilities are disjoint, the
probability that a given packet delivers a mark from some
router is P (M) (Eqn. 8(a)). Similarly the probability that a
given packet delivers a tier 1 (tier 2) mark from some router
is P (M1) (P (M2)), as in Eqn. 8(b) (Eqn. 9).

P (M) ≥ dp(1 − p)d−1 P (M1) ≥ dpq(1 − p)d−1 (8)

P (M2) ≥ dp(1 − q)(1 − p)d−1 (9)

Let us now consider the Generalized Coupon Collector
Problem [31] [32] in Probability Theory, which examines
the problem where we wish to sample with replacement
from a population of k different items until, and only un-
til, all k items are represented in the sample. If every item
has an associated probability pi with which it will be se-
lected on any draw, then it gives us a bound on the expected
size of the sample. For our 2-tier traceback technique, the
sample space consists of the d tier 1 labels and the d tier 2
labels. The minimal traceback consists of obtaining the d
tier 1 labels, while the complete traceback consists of ob-
taining the entire set of 2d labels.

For minimal traceback, let X1
m denote the number of tri-

als required to select one of each of the d equi-probable
labels (Eqn. 10). Therefore, the number of packets, Xm, to
reconstruct an AS-path of length d is given in Eqn. 11.

E[X1
m] = d

d∑

i=1

1
i
≈ d ln(d) + O(1) (10)

E[Xm] <
ln(d)

pq(1 − p)d−1
(11)

For complete traceback, let X1
c denote the number of tri-

als required to select one of each of the 2d equi-probable
labels (Eqn. 12 to the second approximation).

E[X1
c ] ≈

∑

1≤i1≤2d

1
pi1

−
∑

1≤i1≤i2≤2d

1
pi1 + pi2

where pi = q (∀ 1 ≤ i ≤ d),
and pi = (1 − q) (∀ (d + 1) ≤ i ≤ 2d) (12)

However, both the tier 1 and tier 2 labels are equally
important in obtaining the complete information about the
attack path, and hence we now make the simplifying as-
sumption that q = 1

2 . If q > 1
2 , minimal traceback would

finish earlier, but complete traceback process would take
much longer. Similarly, if q < 1

2 , minimal traceback would
take longer to finish. As we would ideally like to minimize
finish time for minimal traceback, and then subsequently
minimize time taken for complete traceback, we choose the
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BGP Tables BGP Updates Skitter WHOIS

Number of nodes 17446 17417 9204 7485
Number of edges 40805 42484 28959 56949
Coloring Normal Logical Normal Logical Normal Logical Normal Logical
Avg. 1-Hop degree 4.68 4.68 4.88 4.83 6.29 6.04 15.21 14.66
Max. 1-Hop degree 2498 171 2627 146 2070 132 1079 101
Avg. 2-Hop degree 1074.32 157.91 1147.83 167.18 1247.44 216.56 613.80 503.76
Max. 2-Hop degree 12066 7492 12095 8467 8714 7291 5443 9258
Number of colors 2499 191 2628 196 2071 164 1081 112
(Color) Bit-Space 12 8 12 8 12 8 11 7

Table 1. Normal and (Logical) Partitioned Coloring of AS Topology Data Sets

optimal value of q to be 1
2 . Consequently, the number of

packets, Xc, required to reconstruct the entire attack path of
length d is as shown in Eqns. 13, 14. The value of p, that
minimizes the number of attack packets is given by Eqn. 15.

E[X1
c ] = 2d

2d∑

i=1

1
i
≈ 2d ln(2d) + O(1) (13)

E[Xc] <
2 ln(2d)

p(1 − p)d−1
(14)

p =
1
d

(for minimal & complete traceback) (15)

AS-path Length 3 4 5 6 7 8 9

Overlay Hops (d) 6 8 10 12 14 16 18

Minimal Traceback 54 85 119 156 194 234 275

Complete Traceback 75 113 155 199 245 292 341

Table 2. Number of Packets for Traceback

Table 2 shows the number of packets required for mini-
mal traceback, and also for complete traceback. The 2-tier
architecture along with logical star coloring of the traceback
overlay, provides us significant improvement over the tradi-
tional PPM schemes in literature. The traditional traceback
schemes in literature require a few thousand packets, while
even the best known schemes require hundreds of packets.
The proposed scheme requires just over 150 packets (AS-
path length ≈ 5) from each attack source to trace the attack
source and also the attack path.

5.2. Experimental Evaluation

We evaluate the feasibility of the proposed techniques
here by accurately quantifying the size of the palette re-
quired to star color the Internet AS-level topology.

There are various ways in which one can infer the AS-
level topology in today’s Internet. Traceroute-based tech-
niques have been used in the skitter tool developed by
CAIDA, to make Internet topology measurements [33]. The
RouteViews Project collects and archives both the static
snapshots of the BGP routing tables and the dynamic data

in the form of BGP message dumps, and can be used to in-
fer the AS-level topology [34]. WHOIS is a collection of
databases containing a wide range of information useful to
network operators, and RIPE’s WHOIS database can also
be used to construct an AS-level topology [35]. The var-
ious AS-level topologies obtained by these different tech-
niques have been extensively studied in [27], [36]. We thus
use four different AS-level topology data sets in our experi-
mental evaluation, namely static BGP Tables, dynamic BGP
Updates, Skitter and WHOIS.

Let us now define a few notations for simplicity sake -
the number of 1-hop neighbors of a node as its 1-degree
and the number of distinct nodes that are at most 2-hops
away from a node as its 2-degree. On similar lines, let
us denote by 1-color and 2-color, the number of 1-degree
and 2-degree nodes having distinct colors respectively. We
study both normal star coloring and (p,t) logical coloring
techniques here. Every node having degree greater than t is
logically partitioned into p partitions, as explained above.

Internet AS-level Topology Analysis: As the size of the
palette required for star coloring is bounded on the lower
side by a node’s 1-degree, and on the higher side by its 2-
degree, we evaluate these metrics for all the four data sets.
The 1-degree and 2-degree distributions are presented in
Fig. 7 and Fig. 9 respectively, and also tabulated in Table 1.

The 1-degree distribution shows that very few nodes
have a high node degree. As the palette size for star coloring
is at least as high as the maximum node degree in the net-
work, we would ideally like to eliminate these nodes from
the network. Thus employing logical partitioning of the
nodes would result in multiple nodes each having smaller
node degree, and hence limiting the growth of the palette
size. For a highly connected network, it is evident that the
palette size would be governed more by a node’s 2-degree,
as illustrated in Section 3. Although the AS-level topology
is hardly a complete graph, it would still be preferable to
reduce the 2-degree in the network to limit the growth of
the palette size. As employing logical partitioning not only
reduces a node’s 1-degree, but also its 2-degree, it is bene-
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Figure 7. Normal
Coloring: AS 1-Hop
Degree Distribution

Figure 8. (15,50)
Coloring: AS 1-Hop
Degree Distribution

Figure 9. Normal
Coloring: AS 2-Hop
Degree Distribution

Figure 10. (15,50)
Coloring: AS 2-Hop
Degree Distribution

Figure 11. Tables Figure 12. Updates Figure 13. Skitter Figure 14. WHOIS

ficial to apply logical partitioning for the high degree nodes
in the different AS-level topologies.

The 1-degree and 2-degree distributions for the (15,50)
(logical) partitioned coloring are presented in Fig. 8 and
Fig. 10 respectively. The 1-degree distribution is clipped
above the specified threshold and the 2-degree distribution
also shows a quantum shift of the cloud towards lesser 2-
degree values. It is important to note that the threshold
scheme is run for only the original physical topology nodes
and not recursively for the (logical) partitioned nodes, i.e.
we limit our algorithm to a single level of partitioning, as
higher levels of partitioning implies multiple colors to be
marked by each router and thereby increasing the number
of packets required for successful traceback.

Internet AS-level Topology Coloring Analysis: The
palette size for a general (p, t) threshold scheme is presented
in Fig. 11, Fig. 12, Fig. 13 and Fig. 14, for the different
data sets respectively. These graphs indicate that increasing
number of partitions or decreasing the threshold beyond a
certain limit, only provides incremental benefit at the cost
of increased partitioning and longer traceback delay.

Fig. 15 and Fig. 18 present the total number of ASes
having any particular color in the palette, for the normal and
(logical) partitioned coloring respectively. The AS color
distribution graph indicates that the number of nodes having
higher color indices is very small, and is as expected due to
the greedy nature of the algorithm (see Section 3) used for
star coloring. The AS color distribution also shows a signif-
icant reduction in the palette size, achieved due to (logical)
partitioned coloring, as against normal star coloring.

The 1-color and 2-color distributions for normal color-

ing are presented in Fig. 16 and Fig. 17 respectively, while
that for logical coloring are presented in Fig. 19 and Fig.
20 respectively. The 1-color and 2-color distributions show
similar behavior as the 1-degree and 2-degree distributions
respectively, and arguing along similar lines, we conclude
that logical partitioning of AS-level topologies is necessary
to avoid explosion of the palette size.

6. Conclusions

Although IP Traceback has emerged as a promising
means of defense against large scale DDoS attacks in the
Internet, many traceback techniques proposed in litera-
ture suffer from problems such as scalability in size as
well as number of attackers, expected duration to com-
plete traceback successfully, and the expected size of the
encoded traceback information. In this paper, we propose
a graph-coloring approach to address these issues specifi-
cally, wherein the attack path is identified as a sequence of
colors (of the routers). The intentional spatial reuse of the
bit-space in representing the colors thus requires fewer bits
to be marked on a packet, while also requiring fewer pack-
ets to achieve traceback. The enhanced (logical) partitioned
coloring technique and the 2-tier traceback architecture pro-
vide greater flexibility and better performance as compared
to other known techniques. We have additionally validated
our proposed claims by analyzing the proposed techniques
using real AS-level topologies of the Internet.

References
[1] S. Savage et. al., “Practical Network Support for IP Traceback,” in

Proc. ACM SIGCOMM, pp. 295-306, Aug. 2000.

[2] S. M. Bellovin, “ICMP traceback messages,” Internet Draft:draft-
bellovin-itrace-00.txt, Mar. 2000.

Proceedings of the 12th International Conference on Parallel and Distributed Systems (ICPADS'06) 
0-7695-2612-8/06 $20.00 © 2006 IEEE 



Figure 15. Normal Coloring,
AS Color Distribution

Figure 16. Normal Coloring,
AS 1-Hop Color Distribution

Figure 17. Normal Coloring,
AS 2-Hop Color Distribution

Figure 18. (15,50) Coloring,
AS Color Distribution

Figure 19. (15,50) Coloring,
AS 1-Hop Color Distribution

Figure 20. (15,50) Coloring,
AS 2-Hop Color Distribution

[3] A. C. Snoeren et. al., “Hash-Based IP Traceback,” in Proc. ACM
SIGCOMM, Aug. 2001.

[4] M. Sung, J. Xu, “Intelligent Packet Filtering: A Novel Technique
for defending against DDoS Attacks”, in IEEE TPDS, 2003.

[5] H. Burch, B. Cheswick, “Tracing Anonymous Packets to their ap-
proximate source”, in Proc. USENIX LISA, Dec. 2000.

[6] Li et. al., “Large-Scale IP Traceback in High-Speed Internet: Prac-
tical Techniques and Theoretical Foundation”, in Proc. IEEE Sym-
posium on Security and Privacy, 2004.

[7] A. Belenky, N. Ansari, “IP Traceback with Deterministic Packet
Marking”, in IEEE Communication Letters, Apr 2003.

[8] D. Song, A. Perrig, “Advanced and Authenticated Marking Schemes
for IP traceback”, in Proc. IEEE INFOCOM, 2001.

[9] M. Adler, “Tradeoffs in Probabilistic packet marking for IP trace-
back”, in Proc. STOC, pp. 407-418, 2002.

[10] T. Peng, C. Leckie, K. Ramamohanarao, “Adjusted Probabilistic
Packet Marking for IP Traceback”, in Proc. Networking, 2002.

[11] I. Hamadeh, G. Kesidis, “Performance of IP Address Fragmentation
Strategies for DDoS traceback”, in Proc. IEEE IPOM, 2003.

[12] M. Waldvogel, “GOSSIB vs Traceback Rumors”, in ACSAC, 2002.

[13] M. Ma, “Tabu Marking Scheme for Traceback”, in IPDPS, 2005.

[14] B. Al-Duwairi, T. Daniels, “Topology Based Packet Marking,” in
Proc. IEEE ICCCN, 2004.

[15] M. Muthuprasanna, G. Manimaran, “Space-Time Encoding for
DDoS Attack Traceback”, in Proc. IEEE GLOBECOM, 2005.

[16] K. Choi, H. Dai, “A Marking Scheme using Huffman Codes for IP
Traceback”, in Proc. ISPAN, 2004.

[17] C. Bai, G. Feng, G. Wang, “Algebraic Geometric Code Based IP
Traceback”, in Proc. IEEE IPCCC, 2004.

[18] Y. Sawai, M. Oe, K. Iida, Y. Kadobayashi, “Performance Evaluation
of Inter-Domain IP Traceback”, in Proc. IEEE ICT, 2003.

[19] B. Al-Duwairi, G. Manimaran, “Novel Hybrid Schemes employing
Packet Marking & Logging for Traceback”, in IEEE TPDS, 2005.

[20] C. Gong, K. Sarac, “IP Traceback based on Packet Marking and
Logging”, in Proc. ICC, 2005.

[21] E. Lloyd, S. Ramanathan, “On the complexity of distance-2 color-
ing”, in Proc. IEEE ICCI, 1992.

[22] Sajal Das, Irene Finocchi, “Star-coloring of graphs for conflict-free
access to parallel memory systems”, in Proc. IEEE IPDPS, 2004.

[23] S. T. McCormick, “Optimal approximation of sparse hessians and
its equivalence to a graph coloring problem”, in Math. Prog., 1983.

[24] A. Gebremedhin, F. Manne, A. Pothen, “Parallel distance-k coloring
algorithms for numerical optimization”, in Proc. Euro-Par, 2002.

[25] D. Bozdag et. al., “A parallel distance-2 graph coloring algorithm
for distributed memory computers”, in Proc. HPCC, 2005.

[26] A. Yaar, A. Perrig, D. Song, “FIT: Fast Internet Traceback”, in Proc.
IEEE INFOCOM, 2005.

[27] P. Mahadevan et. al., “Lessons from three views of the Internet
topology”, CAIDA Technical Report TR-2005-02.

[28] D. Magoni, J. Pansiot, “ Analysis of the Autonomous System Net-
work Topology”, in ACM CCR, July 2001.

[29] M. Fayed et. al., “On the size distribution of Autonomous Systems”,
Technical Report, Boston University, Jan 2003.

[30] Q. Vohra, E. Chen, “BGP support for Four-octet AS Number
Space”, Internet Draft:draft-ietf-idr-as4bytes-12.txt, Nov. 2005.

[31] H. von Schelling, “Coupon Collecting for Unequal Probabilities”,
in American Mathematical Monthly, 1954.

[32] S. Lu, S. Skiena, “Filling a Penny Album”, in CHANCE, 2000.
[33] K. C. Claffy, T. E. Monk, D. McRobb, “Internet tomography”, Na-

ture, Jan. 1999, http://www.caida.org/tools/measurement/skitter/
[34] “RouteViews Project”, http://www.routeviews.org/
[35] “Internet Routing Registries”, http://www.irr.net/
[36] “Comparative analysis of the Internet AS-level topologies”,

http://www.caida.org/analysis/topology/

Proceedings of the 12th International Conference on Parallel and Distributed Systems (ICPADS'06) 
0-7695-2612-8/06 $20.00 © 2006 IEEE 



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles false
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (None)
  /CalRGBProfile (None)
  /CalCMYKProfile (None)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.3
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 2.00333
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 2.00333
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.00167
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /False

  /Description <<
    /JPN <FEFF3053306e8a2d5b9a306f300130d330b830cd30b9658766f8306e8868793a304a3088307353705237306b90693057305f00200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /FRA <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
    /ENU <FEFF005500730065002000740068006500730065002000730065007400740069006e0067007300200074006f0020006300720065006100740065002000500044004600200064006f00630075006d0065006e007400730020007300750069007400610062006c006500200066006f007200200049004500450045002000580070006c006f00720065002e0020004300720065006100740065006400200031003500200044006500630065006d00620065007200200032003000300033002e>
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


