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Abstract. In this paper, we propose a feedback-based combined scheduling al-
gorithm with fault tolerance for applications that have both periodic tasks and
aperiodic tasks in real-time uniprocessor systems. Each periodic task is assumed
to have a primary copy and a backup copy. By using the rate monotonic schedul -
ing and deferrable server algorithm, we create two servers, one for serving aperi-
odic tasks and the other for executing backup copies of periodic tasks. The goal
is to maximize the schedulability of aperiodic tasks while keeping the recovery
rate of periodic tasks close to 100%. Our algorithm uses feedback control tech-
nique to balance the CPU allocation between the backup server and the aperiodic
server. Our simulation studies show that the algorithm can adapt the parameters
of the serversto recover the failed periodic tasks.

Keywords: Real-time systems, feedback-based scheduling, deferrable server algorithm,
fault-tolerance.

1 Introduction

Real-time systems are defined as those systems in which the correctness of the system
depends not only on the logical result of computation, but also on the time at which
the results are produced [1]. Most real-time systems involve both periodic tasks and
aperiodic tasks. Usually, periodic tasks are more important than aperiodic tasks. Due to
the critical nature of tasks in a real-time system, it is essential that every periodic task
admitted in the system completes its execution even in the presence of faults. Therefore,
fault tolerance is an important requirement in such systems.

To address the fault tolerance problem, the primary/backup technique is used [2].
Each periodic task is assumed to have a primary copy and a backup copy. If the primary
copy fails, the backup copy will be scheduled and then executed.

In order to schedule both periodic and aperiodic tasks in real-time systems, the
simplest approach is to create a periodic server, with a certain computation time and
period, whose purpose is to serve one or more aperiodic tasks each time it is invoked.
In our paper, the concept of deferrable server algorithm [3] is used. We create two
deferrable servers, one for serving aperiodic tasks and the other for executing backup
copies of failed periodic tasks.

In scheduling systems, faults cause the performance of the system unpredictable.
Control theory is one of the successful areas in addressing performance in the presence



of uncertainty [4]. To the best of our knowledge, ours is the first work that uses feedback
control theory to address the problem of combined scheduling with fault tolerance.

In this paper, we propose a feedback-based combined scheduling for uniprocessor
real-time systems. By feeding back the performances, we adjust the utilization capacity
for backup deferrable server. Specifically, we adjust the period of the backup deferrable
server. By adjusting the period, the utilization capacity and priority are both adjusted.
Since the CPU resource is limited, we cannot adjust the utilization for a server without
changing the utilization of the other server. If the utilization capacity of the backup
server is increased (decreased), then the utilization capacity of the aperiodic server must
be decreased (increased). Our goal is to maximize the schedulability of aperiodic tasks
while keeping the recovery rate of periodic tasks close to the desired value (100%).

The rest of the paper is organized as follows. In Section 2, the related work is
discussed. In Section 3, the feedback-based fault-tolerant scheduling algorithm is pro-
posed. In Section 4, we validate the result through simulation. Finally, Section 5 con-
cludes the paper.

2 Background

In this section, we will introduce the system model for our algorithm, feedback control
technique, and deferrable server [3] concept.

2.1 System Model

Figure 1 shows the system model. In our model, we make following assumptions.

— The system is uniprocessor real-time system.

— Tasks arrive at the system are periodic and aperiodic tasks. Each periodic task T;;
is denoted by T;=(c;, p;), where ¢; and p; are the computation time and period of
T; respectively. Each aperiodic task T); is denoted by T;=(a;, ¢;,d,), where a;, c;
and d; are the arrival time, computation time and deadline of task T'; respectively.

— We assume a primary-backup scheduling for periodic tasks [6][7][8] wherein a
backup copy of a task is executed if its primary fails the acceptance test.

— We assume transient faults for the periodic tasks and the faults are independent.
The failure of aperiodic tasks is not considered as they are not very critical.

— There exists a fault-detection mechanism such as acceptance tests to detect both
processor failures (transient) and software failures.

— We use the concept of deferrable server to serve aperiodic tasks and the backup
copies. We have n periodic tasks: Ty, T5, ..., T,,, and we also create an aperiodic
deferrable server (T,s = {cas,Pas)) t0 Serve aperiodic tasks and another backup
deferrable server (Tys = {csps,Pps)) t0 serve backup copies of periodic tasks. ¢
and p,, are the computation time budget and period of the aperiodic deferrable
server respectively. ¢;; and py, are the computation time budget and period of the
backup deferrable server respectively. When a failure is detected in a primary copy,
the backup copy is put into the backup task queue of the backup deferrable server.

— The scheduling algorithm used is rate monotonic scheduling (RMS) [5] algorithm.
The RMS algorithm schedules periodic tasks and the server instances.



— Feedback control technique is used to adjust the utilization allocated to the aperi-
odic server and the backup server. The adjustment is based on the fault rate and
recovery rate of the periodic tasks.
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Fig. 1. System model

We define miss ratio (M R) of periodic tasks and aperiodic tasks and recovery rate
(RR) of periodic tasks for the model. Miss ratio of periodic tasks is the ratio of the num-
ber of periodic tasks that miss their deadlines to the number of periodic tasks admitted
into the system. Similarly, miss ratio of aperiodic tasks is defined for aperiodic tasks.
Recovery rate of periodic tasks is the ratio of the number of recovered tasks (backup
copies that meet their deadlines) to the number of failed primary copies. The desired
M R of the periodic tasks is zero and the desired recovery rate is 100%.

Deferrable Server Algorithm: In the deferrable server algorithm, a periodic task
known as a deferrable server [3] is created to serve aperiodic tasks. When the server is
invoked but no aperiodic tasks are outstanding, the server does not execute but defers
its assigned time slot. When an aperiodic task arrives, the server is invoked to execute
aperiodic tasks and maintains its priority. The computation time budget for the server is
replenished at the beginning of each period of the server.

For periodic tasks and deferrable server, we use the following schedulability checks.
Assume that the tasks are ordered in non-increasing order of priority, that is, we have
T, 1oy ... T, T, Tt .., Ty, Where T is the server. For schedulability check of
each periodic task 7 that have higher priorities than the server, Equation 1 is used.
For the server, Equation 2 is used, where ¢, and p, are computation time budget and
period of the server respectively. For each task T; that have lower priorities than the
server, Equation 3 is used.
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2.2 Feedback Control

Figure 2 shows a typical control system, consisting of a controller, a plant to be con-
trolled (controlled system), sensors, and actuators [9]. The system defines four vari-
ables: (1) exogenous variables are inputs from outside of the system, e.g., set points



(desired values of the output values) and disturbance. (2) regulated variables are the
output values that the system wants to regulate. (3) measured variables are values that
the sensors measure. (4) control variables are the inputs of the actuators. The actuators
will actuate the plant based on the control variables. Besides, The system also defines
the error, which is the difference between the set points and the feedback information.

The system works as follows: The sensors periodically monitor the regulated vari-
ables and get the error to feed to the controller. The controller computes the required
control, using the control function of the system, based on the error. The actuators
change the control (manipulated) variables to control the system.
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Fig. 2. Control system

3 Proposed Combined Scheduling using feedback

The goal of the proposed algorithm is to maximize the schedulability of aperiodic tasks
while keeping the recovery rate of primary copies of periodic tasks close to 100%. Since
aperiodic tasks are less important than periodic tasks, we give the aperiodic deferrable
server a period larger than all periodic tasks, that is, the aperiodic deferrable server has
lowest priority. According to Section 2.1, the CPU utilization allocated to the backup
deferrable server is uy, = Cbs , the utilization that the periodic tasks need is u, =

DIy ;1 and the utilization aIIocated to aperiodic tasks is uqs = ;“s

1=

The problem is how to allocate CPU utilization to the periodic tasks, aperiodic de-
ferrable server and backup deferrable server. Since there is no way to know exactly how
many tasks and which tasks will fail until the failures happen, we need to estimate u; to
allocate resource. When an application starts, we guarantee enough capacity to the pe-
riodic tasks, allocate small capacity to the backup deferrable server, and the remaining
capacity is allocated to the aperiodic deferrable server. When faults occur, we increase
ups. Ups CaN be increased by increasing ¢, or decreasing py,. Since decreasing py, can
not only increase uy, but also increase the priority of the backup deferrable server, we
adjust the period of the backup deferrable server to change u;,. The failure information
can be obtained by measuring the recovery rate of failed periodic tasks in a past inter-
val. The remaining utilization is assigned to the aperiodic deferrable server with lowest
priority. When w4 changes, we change the capacity of the aperiodic deferrable server
to achieve suitable CPU utilization. The priority of the aperiodic deferrable server is
fixed to be the lowest priority, thus p, is fixed and ¢, will be adjusted.

3.1 Admission Test

During the adjusting of the utilization of servers, the situation may happen. At the be-
ginning, the period of the backup deferrable server is larger than the aperiodic deferrable



server; Later, the period of the backup deferrable server may become smaller than the
aperiodic deferrable server. In the admission test, when pys > p,s, EQuation 4 is used,
otherwise, Equation 5 is used.
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All the utilization adjustments must satisfy Equation 4 or Equation 5. That is, every
time we change the period of the backup deferrable server, we need to use Equation 4
or Equation 5 to decide the value of ¢,;.

3.2 Feedback Control Mechanism

The system architecture is shown in Figure 3. The measured variable is recovery rate
of failed periodic tasks. The set point is desired value of the recovery rate. The control
variable is the utilization of backup sever. The regulated variable is the recovery rate.
However, we notice that if we assign the set point to a desired value of 100%, the pe-
riod of the backup deferrable server will not change when the fault rate decreases. To
avoid such undesired situation, we also measure the failure rate of the periodic tasks and
feedback this information to the controller to adjust the period of the backup deferrable
server. The controller algorithm is shown in Equation 6. In Equation 6, when the recov-
ery rate at time instant £ — 1 (RRy_1) is less than the set point (RRs = 100%), the term
—k.(RR; — RRy_1) contributes a negative part to the period at time instant & (pps)
and hence the period of the backup deferrable server will decrease. This means the uti-
lization allocated to the backup deferrable server increases. Therefore backup copies
will get more chances to be executed, and the recovery rate will increase. In Equation 6,
we also compare the measured failure rate (F' Ry_1) with the average failure rate (F R,,)
in the past ¢ intervals. If the failure rate is less than F'R,,, the term k¢ (FR, — FRy_1)
will contribute a positive part to the period. This will increase the period, and hence the

utilization allocated to the backup deferrable server will decrease.
Pbsk = Pbs(k—1) — krn(BRRs — RRg—1) + kj(FRa — FRy—1) (6)
After getting pps, cos Can be calculated; when pysr, > pask, We use Equation 7,
otherwise, we use Equation 8. The subscript & is time instant and U..,,, s is the utilization
bound of RMS.
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Fig. 3. System architecture



Note that when we use controller to adjust the parameters of the two servers, neg-
ative values of pysr and c, s, Should not appear. There may be two reasons of getting
negative values: One is that the parameter of the controller is too large which results
in the task parameters going to negative values; The other reason is that the fault rate
is very high, and the system resource does not have enough capacity to execute all the
tasks. We assume low fault rate, so the latter case will not appear. To deal with the
formal case, we need to choose the controller parameters carefully such that the task
parameters will not go out of their reasonable ranges. When faults occur, the period of
backup deferrable server decreases. According to Equation 5, if the period decreases to
a value that ¢, 5 has to be zero such that Equation 5 can still be satisfied, p;, can not be
decreased any more. From Equation 5, we get Equation 9.

Chbs + Cas = Upms — up — Cbs
Dbs Pas Pas
We require that ¢, > 0, then we have Equation 10.
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In order to let p;, satisfy Equation 10, we must be careful with selecting &, and k.
If these two values are too large, it will cause large fluctuation and unreasonable task
parameters before the system becomes stable. Thus, we need to confine the value of k..
and ky such that py, will be greater than pyg; = Um_cﬁ The maximum change
iN Pps IS Phsmaz = Pbso — Pbst, Where py, is the original peﬁlcs)d assigned to the backup
deferrable server. Thus we have Equation 11.

—krARR + k; AFR < pysmas (11)

ARR and AF'R are the change in RR and F'R respectively in the corresponding
situation. Assume ARR = —1 and AFR = 1, we have a conservative restriction on
kr and ky as shown in Equation 12, where &k, > 0 and k¢ > 0.

kr + k5 < Dbsmaz (12)

When we choose the parameters for the controller, Equation 12 must be satisfied.

4 Simulation Studies

The simulation studies were conducted in two parts. The first part shows the effect of
feedback adjustment by injecting fault at the beginning. The second part shows the
steady state performance for different fault rate.

The periodic tasks used for the simulation are generated as follows:

e The computation time (c;) is uniformly chosen between 10 and 20.

e The period of task 7; is uniformly chosen between (6 = ¢;) and (8 * ¢;).

e The backup copies have identical characteristics of their primary copies.

The aperiodic tasks used for the simulation are generated as follows:

e The computation time (c;) of task 75 is uniformly chosen between 10 and 20.

e The deadline of T is uniformly chosen between (r; + 30 % ¢;) and (r; + 40 * ¢;).

e The inter-arrival time of tasks is exponentially distributed with mean § = 50.
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4.1 Part 1: Fault Injection At Time 0

In the first part of the simulation, we generate three periodic tasks and inject fault at
time instant 0. Fault rate for task T4, T» and T3 are 0.01, 0.02 and 0.01 respectively.

Figure 4 shows that the period for the backup server decreases due to the fault
injection. Then the period curve becomes flat after the fluctuation at the beginning.

Figure 5 shows the utilization allocated for the aperiodic deferrable server. At the
beginning, the utilization is lower, this is due to the preassigned budget. Then the uti-
lization goes up since the utilization of the backup server has not gone up very much.
Then, when the utilization of the backup server increases more, the utilization of the
aperiodic deferrable server decreases.

Figure 6 shows the utilization allocated for the backup deferrable server. The curve
increases at the beginning and then becomes stable due to the injection of fault.
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Figure 7 shows the recovery rate of the failed periodic tasks. It reaches 100% soon.
This means failed periodic tasks can be recovered after the curve reaches 100%.



4.2 Part 2: Steady State Performances

In the second part of the simulation, we measure the system performances for different
average fault rate of tasks. In the steady state, the recovery rate is 100%. We plot the
utilization of the aperiodic server instead of the schedulability of aperiodic tasks.

Figure 8 shows the periods of the backup deferrable server for different fault rates.
The period of the backup server decreases when the fault rate increases.
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Figure 9 shows the final values of the utilization allocated to the aperiodic deferrable
server. The utilization decreases when the fault rate increase, since the aperiodic de-
ferrable server needs to give some utilization to the backup server so that the recovery
rate of the backup copies will reach 100%.
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Figure 10 shows the final values of the utilization allocated to the backup deferrable
server. The utilization increases when the fault rate increase since more utilization needs
to be allocated to the backup server when the fault rate increases.
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5 Related Work

In [10][11], authors proposed a new methodology for automatically adapting the rate
of a periodic task set by using feedback control technique. The rate adaptation is good
to achieve correct behavior of the system and high resource utilization. In [12][13], the
authors present a feedback control EDF scheduling algorithm for real-time uniprocessor
systems. The adaption is applied on tasks’ service level. In [14][15][16], authors present
a closed-loop scheduling algorithm based on execution time estimation. [17] assumes
that each task consists of n sequential replicable sub-tasks. The controller adjusts the
number of the replicas of sub-tasks to achieve low M R and high resource utilizations
when the system is overloaded.

The above papers adopt the feedback control technique, but they do not address the
issue of fault tolerance, which is important for periodic tasks in real-time systems. Our
paper is the first one which addresses the combined scheduling with fault-tolerant issue.

There are several papers [6][7][8] which use PB approach to address fault tolerant
scheduling problems in real-time systems, however, these papers do not use feedback
technique, thus do not have the flexibility to allocate suitable utilization for tasks.

6 Conclusions

In this paper, we proposed a feedback-based fault-tolerant scheduling algorithm for
real-time uniprocessor systems. The system has both periodic tasks and aperiodic tasks.
Each periodic task can have a primary copy and a backup copy. The rate monotonic
scheduling algorithm and deferrable server algorithm are used to schedule tasks. Two
deferrable servers are created, one for aperiodic tasks and one for the backup copies of
periodic tasks. The recovery rate and failure rate of periodic tasks are fed back to the
controller, and the utilization capacity of the backup deferrable server is adjusted using
feedback control theory. Suitable utilization capacity is allocated to backup deferrable
server and the remaining utilization capacity is used for the aperiodic deferrable server.
The simulation studies show that the algorithm can guarantee 100% recovery rate for
periodic tasks with a balanced utilization for backup tasks.
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